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1 Introduction
This document provides the Qatari Government agencies with a Service management
framework as part of the overall Qatari Government Enterprise Architecture (GEA) set of
reference models. It discusses the Service Management approach, the constituents of the
Service Management component and the implementation of IT best practices recommended
for Qatari Government agencies.

This document is aimed at the Service Management functions of IT departments that support
the customers (End Users) and users of IT services within the Government agencies of Qatar.
Implementing government services demands the need for a structured, holistic approach to IT
Service Management if it is to realize integrated customer and user benefits.

The information in this document presents a framework and overview of Service Management
functional areas. More detailed information relating to the ITIL Service Management framework
can be located at http://www.itil.co.uk/ and www.ogc.gov.uk.

When considering implementing Service Management the reader should reference detailed
ITIL implementation material at the IT Service Management Forum (itSMF) website:
http://www.itsmf.org/. COBIT website https://COBITonline.isaca.org/ Further information
relating to COBIT and itSMF can be found in Appendix.
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2 Document Structure
Service Management framework document is structured as described below.


Service management overview – provides an overview of IT service management, guiding principles for
selecting a service management framework, and overview of industry standard frameworks.



Qatar Service management framework – describes the Qatar service management framework and their
core process areas.



Service lifecycle governance processes – describes various service lifecycle governance processes of the
framework and provide specific recommendations to Qatar government agencies.



Service lifecycle operational processes – describes various service operational governance processes of
the framework and provide specific recommendations to Qatar government agencies.



Service desk – describes the service desk capabilities required and provide recommendations as per
Qatari context



Support tools – describes the tooling capabilities and recommendations



Appendix A: Background & current status of the ITIL v3 standard – describes detailed ITIL v3 standard
framework and processes.



Appendix B: Example service operation processes – captures the process diagrams for key ITIL
processes.



Appendix C: Service management tools – provides a comparison of various service management tools
against the service management process fitment.



Appendix D: COBIT5 – describes detailed COBIT5 standard framework and processes.



Appendix E: Service Level Agreements – provides a template for capturing SLAs for services.



Glossary – lists all the Acronyms used in the document and their expansions.
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3 Service Management overview
IT Service Management (ITSM) is set of management disciplines aimed at achieving and
maintaining provision of high quality of IT services at optimum cost.

Every Enterprise needs to tailor the use of standards and practices to suit its individual
requirements. ITSM is process-focused and in this sense, has ties and common interests with
the process improvement movement (e.g. Total Quality Management (TQM), Six Sigma,
Business Process Management, and Capability Maturity Model Integration (CMMI)).

As IT services become more closely aligned and integrated with the business, it becomes
increasingly important to establish a business management approach and discipline to IT
Service Management, stressing the complementary aspects of running IT like a business.
Service Management is a set of specialized organizational capabilities for providing value to
customers in the form of services. The core of Service Management is transforming resources
into valuable services and effective management framework of policies, internal controls and
defined practices, which is needed so everyone knows what to do.

The objective of the Service Management component within the GEA is to set out guidelines
and standard functions that support the effective and efficient delivery of IT services within
Government agencies in Qatar.

By adopting a common standard to support the delivery of government services, Qatari
Government agencies will be able to offer service of a uniformly high quality and value to their
customer and user base.

3.1 Guiding principles for the Service Management component
The Service Management component of the GEA aims to achieve the following:


to deliver a collection of integrated, maintainable, consistent processes that support Service
Management - i.e. the combination of people, process and technology that are used to develop and
deliver scalable IT services, in a holistic manner



to be scalable - so that it can be applied to all sizes and complexities of organization or collections of
organizations



to enable improved quality and reduced cost for Service Management
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to be customer-centric - to ensure Service Management is based on customer rather than IT need

The Service Management framework that meets these principles should be drawn from
available best practice and the most relevant and specific set of tailored functions in order to
meet the needs of Qatar Government agencies.

3.2 Framework options and selection
A number of proprietary supplier Service Management models have their origins in the ITIL
(IT infrastructure library) model, for example:


Microsoft Operations Framework (MOF)



HP IT Service Management Framework



Business Process Framework (tom)



FitSM



ISO/IEC 20000

The supplier standards, although based on the ITIL framework, have proprietary elements.
Agencies should avoid proprietary Service Management frameworks or toolsets as these tend
to tie the implementer into a solution/model that does not fit their own needs. Additionally,
these models have not necessarily received the same breadth and depth of peer input and
review as ITIL has.

As well as these proprietary models, there are also a number of supplier-independent
standards based models that have been or are being developed, for example:


COBIT



ISO20000 / (BS15000)



ASL

Of all the models that exist on the world market today, ITIL is the most widely accepted. It is
the only consistent and comprehensive best practice framework for IT Service Management
that is internationally accepted.
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ITIL Service Management Framework has been used by many organization and a whole ITIL
philosophy has grown up around the guidance since they came in to existence. The GEA
teams’ international best practice research undertaken during this project confirmed the market
positioning of ITIL: US, Canada and the UK all used the ITIL Service Management model to
increase their customer baseline.

After reviewing global best practices and referencing the Service Management models
adopted by governments and businesses around the world, we found that the most common
application of Service Management is based around the ITILv3 Service Management model.
Further, it becomes more powerful if we aligned it with COBIT which can provide more powerful
IT governance, control and best practices framework in ITSM.

From our experience and analysis of Service Management capabilities needed to support the
delivery of Qatari government services, it is clear that the well-structured, mature framework
encapsulated in ITIL, COBIT should be used at the highest level, providing an overall control
framework based on an ITSM process model

The standard functions for service operations outlined within this document are based on the
ITIL v3 Service Management framework, aligned with COBIT framework. The benefits of
applying ITIL to Qatari Government agencies are contextualized and discussed in section 2.3.
The assumption is that Government agencies will continue to be served by a local IT service
department/team/individual. There are opportunities and benefits from consolidating IT Service
Management to cover multiple agencies; however, this document does not cover this option in
any detail.

3.3 COBIT and ITIL Frameworks
COBIT and ITIL have been used by information technology professionals in the IT service
management (ITSM) space for many years. Used together, COBIT and ITIL provide guidance
for the governance and management of IT-related services by enterprises, whether those
services are provided in-house or obtained from third parties such as service providers or
business partners.

Qatar government agencies need to govern and manage their information and related
technology assets and resources, and those arrangements customarily include both internal
and external services to satisfy specific stakeholder needs. COBIT 5 aims primarily to guide
enterprises on the implementation, operation and, where required, improvement of their overall
Service Management
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arrangements relating to governance and management of enterprise IT (GEIT). ITIL provides
guidance and good practice for IT service providers for the execution of IT service
management from the perspective of enabling business value.
COBIT is broader than ITIL in its scope of coverage (GEIT). It is based on five principles
(meeting stakeholder needs; covering the enterprise end to end; applying a single, integrated
framework; enabling a holistic approach; and separating governance from management) and
seven enablers (principles, policies and frameworks; processes; organizational structures;
culture, ethics and behaviour; information; services, infrastructure and applications; people,
skills and competencies).

ITIL focuses on ITSM and provides much more in-depth guidance in this area, addressing five
stages of the service life cycle: service strategy, service design, service transition, service
operation and continual service improvement.

COBIT and ITIL are well aligned in their approach to ITSM. The distinction between the two is
sometimes described as “COBIT provides the ‘why’; ITIL provides the ‘how.’” While catchy,
that view is simplistic and seems to force a false “one or the other” choice. It is more accurate
to state Qatar government agencies needs to address business needs in the ITSM area would
be well served to consider using both COBIT and ITIL guidance. Leveraging the strengths of
both frameworks, and adapting them for their use as appropriate, will aid in solving business
problems and supporting business goals achievement.

Figure 1 - COBIT Relationship with ITIL V3
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ITIL could be seen as the way to manage the IT services across their lifecycle while COBIT is
about how to govern the Enterprise IT in order to generate the maximum creation of value by
the business, enabled by IT investments while optimizing the risks and the resources.

Figure 2 - COBIT IT Processes

3.4 Combination of COBIT and ITIL V3
COBIT is a proven set of good practices and processes that businesses can use to ensure
that IT is working as effectively as possible to minimise IT-related risks and maximise the
benefits of technology investment. It is a proactive, uniquely comprehensive management
approach to ensuring that IT is meeting the needs of a business. The framework helps to
document Government agencies ideal practices in a comprehensive, integrated manner and
provides tools to measure, monitor and benchmark performance based on goals, metrics and
maturity models. It helps IT show its value to the organisation, and it easily integrates with, and
builds on, other business and IT frameworks, while improving their impact.
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ITIL provides a comprehensive and very detailed set of good practices for the specific scope
of IT service management and its related processes, promoting a quality approach for
achieving business effectiveness and efficiency in the provision of IT services.
When used together, COBIT and ITIL provide a top-to-bottom approach to IT governance and
service management. COBIT guides management’s priorities and objectives within a holistic
and complete approach to a full range of IT activities. This can focus all stakeholders (business
and IT management, auditors, and IT professionals) on an integrated and common approach.
ITIL supports this with best practices for service management. When used together, the power
of both approaches is amplified, with a greater likelihood of management support and direction,
and a more cost-effective use of implementation resources.
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4 Service Management Framework
4.1 Architectural context for Service Management
The Service Management framework encapsulates the functions of people, process and
technology.

The role of IT Service Management in the GEA framework is to deliver and support defined IT
services to internal and external customers and users. The IT functions of all Qatari
Government departments all share this common concept of IT Service Management i.e. they
all serve the customer’s needs for IT in one way or other.
Therefore, it is of benefit to share a common architecture and set of “best practices” to deliver
IT Service Management, i.e. a common framework, set of functional standards, and approach.

The benefits derived from this approach include:


the ability to define a common set of reliable, consistent service levels with customers. Service levels
become a “given” and therefore minimum standards of service quality can be expected irrespective of
customer type



service quality can be measured and reported to the customer community. Service Management is
customer-centric



the cost and quality of IT services can be monitored and improved on an ongoing basis



customers and IT can share a common “Service Management” language

IT Service Management is dependent on a well-structured framework, with documented
policies and procedures to cover all operational requirements.

4.2 Overview of the GEA Service Management framework
Taking the wider view of all the service management functions, the overall GEA Service
Management framework can be classified by the elements shown in the figure below.
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Figure 3 - simplified Service Management framework
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These elements are summarized below:

Element

Description

Service Lifecycle Governance

Governance and management processes for the IT endeavour

Processes

within a business, taking into account such factors as the vision,
values, goals, and overall business objectives -- and
establishing guiding principles (or a "management philosophy")
based on those factors

Continual Service

Information related to the agreed IT services will support

Improvement Processes

business requirements in the event of a disruption to the
business, based on the committed recovery schedule

Service Measurement

Monitors the measurements from the other processes in the IT
management system as well as those from the overall
management system in order to ensure that the system is
functioning correctly.

Service Reporting

Information about what applications exist, service behaviour
and whether they are operational

Service Improvement

Information about performance and exceptions of an application
service

Service Strategy Processes

Purpose of the IT Strategy process is to set the direction for the
outcomes to be achieved by the use of information technology,
ensuring that it supports the business and business strategy to
the level desired and funded

Demand Management

Processes to understand the patterns of the customers’
business behaviours and relate those patterns to the impact on
the supply of IT services

Strategy Generation

Information related to IT service strategy development

Service Portfolio

set of IT investments, including both long-term and large-scale

Management

as well as short-term, limited-scope opportunities, based on the
strategic intent and priorities of the business

Service lifecycle operation

Includes design of new or changed service for introduction into

processes

the live environment, service transition, and service operations
related processes.
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Service Design Processes

Information related to creating a fully documented design from
the agreed solution requirements, describing the behaviour of
solution elements, the acceptance criteria, and agreed
measurements.

Service Catalogue

Processes to provide an authoritative source of consistent

Management

information on all agreed-to services and ensure that it is widely
accessible to those who are approved to view this information.

Service Level Management

Processes to ensure that the service delivered to customers
matches or exceeds the agreed, committed service quality
characteristics.

Capacity Management

Information related to capacity of the IT services and
infrastructure to the current and future identified needs of the
business.

Availability Management

Information related to availability of the IT services against the
current and future identified needs of the business or to exceed
them

Service Security

Processes to establish and operate security controls and

Management

protections over all IT assets and services in order to conform
to overall business security as well as IT-specific requirements.

Supplier Management

Processes to manage interactions with suppliers and partners
formally by selecting them based on their ability to meet
identified requirements, and managing performance against the
agreed upon commitments.

Service Transition

Focuses on the broader, long-term change management role

Processes

and release practices so that risks, benefits, delivery
mechanisms, and the ease of ongoing operations of service are
considered. It focuses on the transition of services into the “live”
environment.

Transition Planning and

Processes to guide any IT product (such as an application, an

Support

infrastructure component, an IT service, documentation, or
combination thereof) throughout its lifecycle from inception to
retirement and to be the ultimate owner of that product.

Change management

Processes that control the micro/itemized changes to an
operational environment.
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Service Asset and

Identifying IT components, understanding how they work

configuration management

together within the IT environment, and ensuring that all
changes to the environment are documented and tracked.

Release and Deployment

Processes that manage the macro/holistic changes to IT service

management

environment, typically project managed development initiatives.

Service Validation and

Processes to validate prior to deployment that the solution and

Testing

its features conform to design specifications and requirement.

Evaluation

To evaluate the execution and implementation of the IT
governance and management system and identify potential
improvements to it.

knowledge management

The purpose of the Knowledge Management process is to focus
on capturing and exploiting the information and knowledge
needed by personnel to work effectively.

Service Operation

Areas and processes that focus on the long-term planning and

processes

improvement of IT service.

Event Management

Processes to identify and prioritize infrastructure, service,
business process and security events, and to establish the
appropriate response to those events, especially responding to
conditions that could lead to potential faults or incidents.

Incident Management

Managing unexpected operational events with the primary
objective of returning service to customers as quickly as
possible.

Request Fulfilment

Processes to receive service requests from users and route
each request to the appropriate process for handling.

Problem Management

Processes to resolve problems affecting the IT service, both
reactively and proactively.

Access Management

Processes to establish and maintain a registry of IT user
identities and their associated access rights for each service.

Operation Management

Information related to management system under which the
overall IT function performs its work of satisfying the business
needs.
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5 Service Lifecycle Governance Processes
The Service management framework plays a key role in aligning the IT entity with the overall
approach of the organization. To be effective, the IT management system must focus on
cultural as well as business aspects. Those items which are considered to fall within the scope
of 'governance' are used to set the main foundational pillars. This process does not identify the
priorities of the organization, but rather the approach to operating the various IT projects and
processes in a coordinated fashion, managing their progress and health.

5.1 Continual Service Improvement Processes
The purpose of the Continual Service improvement (CSI) is to ensure that agreed IT services
will support business requirements in the event of a disruption to the business, based on the
committed recovery schedule.

CSI is responsible for managing Risks that could seriously impact IT Services. This is to ensure
that that the Service Providing agencies can always provide minimum agreed Service Levels,
by reducing the Risk to an acceptable level and Planning for the Recovery of IT Services.

IT Service Continuity Management (ITSCM) should be designed to support Business
Continuity and establish IT Service continuity framework by identifying the business service
continuity requirements. Following factors are important for continuity of service.

Service Measurement - Service measurement has very close and obvious links to the service
reporting. Base lining is vital in ensuring that the reports produced are meaningful to those who
receive and that they provide value.

Service Reporting - Service reporting focuses on reports based on the results achieved both
operationally and strategically. It also reports on any developments related to Service Level
Agreements such as hitting various targets like system availability

Service Improvement - CSI continually improves the effectiveness and efficiency of services
and processes. It can only be done if reviews are conducted regularly for business services
and infrastructure services.
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5.1.1
1.

Recommended practices
Government agencies should identify which system and configuration items (CI) should be monitored
on a periodic basis. This can be done by identifying critical factors for each business service.

2.

Agencies must setup their own Configuration Management System (CMDB) to store such configuration
items, Rules, procedures and all continuity knowledge system information can be added in CMDB so
that it can function as a single source of record repository.

5.2 Service Strategy Processes
The purpose of Service Strategy is to set the direction for the outcomes to be achieved by the
use of information technology, ensuring that it supports the business and business strategy to
the level desired and funded. It exists to "To set the goals, and decide on areas of change", 1
for IT capability to support the business strategy.

Definition of an IT Strategy: The collection of goals, policies, and plans that specify how an IT
organization should function over a specific period.

5.2.1

Demand Management

The purpose of the Demand Management process is to understand the patterns of the
customers’ business behaviours and relate those patterns to the impact on the supply of IT
services. The intent of this process is to synchronize the consumption (demand) with the
capacity (supply) of IT resources.

The benefit of demand management is to maximize the business value (value defined as
benefit minus cost of the business service) from the investment in IT resources. (Capacity
Management focuses on the behaviour of those IT resources; Demand Management
understands and influences the behaviour of IT resource consumers.)

Demand Management will help Qatari Government to grow, take on new challenges and help
its customers by providing useful information to develop a service strategy for its agencies.
For this purpose, Demand management Framework needs to be established to value and
classify business demands and forecast service demand.

1

Source: IBM Academy of Technology Study AR221 (2004), "Enterprise Architecture in the era of on

demand". Definition of strategy.
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5.2.1.1 RECOMMENDED PRACTICES
1.

5.2.2

Qatar government agencies should establish Demand Management Framework to assess and report
Demand Management outcomes from the information and reports gathered from processes like Service
Level Management, Capacity Management, and Portfolio Management. This will agencies to better plan
new services and update existing with customer feedback and industry trends.

Strategy Generation

In crafting services strategy, agencies should analyse their existing services portfolios against
the performance reference model to ensure that services are aligned to agencies’ strategic
goals.




Which of our services or service varieties are aligned to agency’s strategic goals?
Which of our activities in agency’s value chain or value network are the most effective and
differentiating?
Which of our customers and stakeholders are most satisfied?

To operate and grow successfully in the long term, agencies must have the ability to think and
act in strategic manner. The achievement of strategic goals and objectives require the use of
strategic assets. A detailed analysis is required to transform service management into a
strategic asset.

It should focus on analysing the relationship between various business

services, applications and systems supporting them and the business models, strategic goals
or performance KPIs they strive to achieve.

5.2.2.1 RECOMMENDED PRACTICES
1.

Agencies should formulate IT Strategy process framework to deliver customer focused services aligned
with agency strategic goals and mission. GEA Performance Reference models and Business Reference
models should be heavily leveraged in creating the framework.

5.2.3

Service Portfolio Management

Purpose of Service portfolio management is to assist in deciding the set of IT investments,
including both long term and large-scale as well as short-term limited scope opportunities,
based on the strategic intent and priorities of the business. This includes assessing all
applications, services, and IT projects that consume resources in order to understand their
value to the IT organization.
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Service Portfolio Management framework will establish relationships between each business
service and their desired outcome.

Service Portfolio Management Framework carries

inventory of all projects and business services.

It can be created by leveraging GEA

Performance reference models and Business reference models.

5.2.3.1 RECOMMENDED PRACTICES
1.

Government agencies shall establish Service Portfolio management framework where they will be
storing all the business services and their desired Key performance indicators. They will do periodic
review of this framework on quarterly basis.
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6 Service Lifecycle Operational Processes
Service lifecycle Operational Processes includes design of new or changed service for
introduction into the live environment, service transition, and service operations related
processes.

6.1 Service Design Processes

6.1.1 Service Catalogue Management
The purpose of the Service Catalogue Management is to provide an authoritative source of
consistent information on all agreed-to services and ensure that it is widely accessible to
those who are approved to view this information.

Service catalogue Management is important part of Service design. The Service catalogue
provides business value as a central source of information on the IT services delivered by
the agencies. This ensures that all areas of the businesses can view accurate, consistent
view of the IT services, their details and their status.

Service Catalogue Management Activities should include:







6.1.1.1


Definition of the Service.
Production and maintenance of an accurate Service Catalogue
Interfaces, dependencies and consistency between the Service Catalogue and Service Portfolio.
Interfaces and dependencies between all services and supporting services within the Service
Catalogue
Interfaces and dependencies between all services and supporting components and configuration
Items (Cis) within the Service Catalogue and the CMS.

RECOMMENDED PRACTICES

Agencies should establish a service Catalogue Management Framework. They can use the GEA Business
Reference model catalogues for this purpose.

6.1.2 Service Level Management
The purpose of the Service Level Management process is to ensure that the service
delivered to customers matches or exceeds the agreed, committed service quality
characteristics.

Service Management

22

Government Enterprise Architecture
Definition of service level agreement (SLA): “An Agreement between an Agency and a
Customer. The SLA describes the IT Service, documents Service Level Targets, and
specifies the responsibilities of the IT Service Provider and the Customer. A single SLA may
cover multiple IT Services or multiple customers."

Generally, Service Level Management negotiates, agrees and documents appropriate IT
service targets with representatives of the business, and then monitors and produces reports
on the SLAs. A template for documenting Service Level Agreements is provided in
Appendix E Service Level Agreements.

The objectives of SLM are to:








Define, document, agree, monitor, measure, report, and review the level of IT services provided
Provide and improve the relationship and communication with the Agency and customers
Ensure that Specific and measurable targets are developed for all IT services.
Monitor and improve customer satisfaction with the quality of service delivered
Ensure that IT and the customers have a clear unambiguous expectation of the level of service to be
delivered.
Ensure that proactive measure to improve the levels of service delivered is implemented wherever it
is cost-justifiable to do so.

6.1.2.1 RECOMMENDED PRACTICES
1.

Agencies must determine, negotiate, document and agree on SLA requirements for new or changed,
manage, and review them throughout the service lifecycle.
2. Agencies’ Service Level Management Framework should have monitoring and measurement capabilities
to track service performance achievements of all operational services against targets within SLAs
3. Agencies should regularly conduct service reviews and instigate improvements within an overall service
improvement and also review and revise SLA s, service scope, contracts and any other underpinning
agreements. It should make available and maintain up to date SLM document and standards.

6.1.3 Capacity Management
The purpose of Capacity Management is to match the capacity of the IT services and
infrastructure to the current and future identified needs of the business. Capacity Management
focuses on the complete spectrum from design and planning of service capacities through to
the operational aspects of service capacity.
Definition of Capacity: “The maximum Throughput that a Configuration Item or IT Service can
deliver whilst meeting agreed Service Level Targets. For some types of CI, Capacity may be
the size or volume, for example a disk drive.

The focus of the Capacity management is to agree, control and predict the end-to-end
performance and capacity of the live, operational IT services usage and workloads. It ensures
that the performance of all services, as detailed in service targets within the SLAs and SLRs,
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is monitored and measured, and that the collected data is recorded, analysed and reported.
Wherever necessary, proactive and reactive action should be instigated, to ensure that the
performance of all services meets their agreed business targets.
6.1.3.1 RECOMMENDED PRACTICES
1.

Agencies are recommended to have Capacity Management Framework, which can manage, control and
predict the performance, utilization and capacity of individual IT technology components. It will ensure
that all components within the IT infrastructure that have finite resources are monitored and measured
and that the collected data is recorded, analysed and reported.

6.1.4 Availability Management
The purpose of Availability Management is to match the availability of the IT services against
the current and future identified needs of the business or to exceed them.

Availability

Management enhances the availability of services by planning long-term service availability,
measuring and monitoring service availability, and formulating service availability design
criteria that meet requirements.
Definition of availability: “Ability of a Configuration Item or IT Service to perform its agreed
Function when required. Availability is determined by Reliability, Maintainability, Serviceability,
Performance, and Security. Availability is usually calculated as a percentage. This calculation
is often based on Agreed Service Time and Downtime. It is Best Practice to calculate
Availability using measurements of the Business output of the IT Service.”

Availability Management is the window of service quality to a business customer. A service
provider who doesn’t apply solid practices to Availability Management and who cannot offer
reliable, stable service availability will never have a customer’s loyalty. The ease with which
parts of a system that have failed can be repaired or replaced directly impacts availability of
the service.

The Objectives of Availability Management are to:


Produce and maintain an appropriate and up to date availability Plan that reflects the current and
future needs of the business



Provide advice and guidance to all other areas of the business and IT on all availability related issues.



Ensure that service availability achievements meet or exceeds all of their agreed targets by
managing service and resource related availability performance



Assess the impact of all changes on the Availability Plan and the performance and capacity of all
services and resources.
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6.1.4.1 RECOMMENDED PRACTICES
1.

Agencies should plan for service availability requirements by taking into consideration the high
availability technologies while deploying the service runtimes and also serviceability of the service
components. Serviceability depends not only on the characteristics of the system and the provider’s
own technical capacities, but also on the capacities of any third-party providers and the contractual
relationships with them.

2.

Agencies are recommended to plan for technical capacity building of own staff and also verification of
technical capacity of third party providers.

6.1.5 Service continuity Management
The purpose of the IT Service Continuity Management (ITSCM) process is to ensure that
agreed IT services will support business requirements in the event of a disruption to the
business, based on the committed recovery schedule.
Definition of IT Service Continuity Management: “The Process responsible for managing Risks
that could seriously impact IT Services. ITSCM ensures that the IT Service Provider can always
provide minimum agreed Service Levels, by reducing the Risk to an acceptable level and
Planning for the Recovery of IT Services. ITSCM should be designed to support Business
Continuity Management.

Service failure of extreme magnitude are not something any business or service provider wants
to experience. The goal of ITSCM is to support the overall business continuity management
process by ensuring that the required IT technical and service facilities (including computer
systems, networks, applications, data, telecommunications, environment, technical support
and service desk) can be resumed within required and agreed, business timescales.

6.1.5.1 RECOMMENDED PRACTICES
1.

Agencies should have IT Service Continuity Plan and ensure that appropriate continuity and recovery
mechanisms are put in place to meet or exceed the agreed business continuity targets.

6.1.6 Information security Management
The purpose of the Security Management process is to establish and operate security controls
and protections over all IT assets and services in order to conform to overall business security
as well as IT-specific requirements. It includes activities to mitigate the risk posed by malicious
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outsiders and insiders, as well as to decrease vulnerabilities in the IT services, systems and
processes that would make it easier for such malicious parties to succeed.

Security management processes will provide the following benefits to agencies


Information is available and usable when required, and the systems that provide it can appropriately
resist attacks and recover from or prevent failures (availability)



Information is observed by or disclosed to only those who have a right to know (confidentiality)



Information is complete, accurate, and protected against unauthorized modification (integrity)



Business transactions, as well as information exchanges between enterprises or with partners, can be
trusted (authenticity and non-repudiation)

6.1.6.1 RECOMMENDED PRACTICES
1.

Agencies must comply with information assurance policies and controls as prescribed in the Qatar
Security management document.

6.1.7 Supplier Management
The purpose of the Supplier Management process is to manage interactions with suppliers
and partners formally by selecting them based on their ability to meet identified requirements,
and managing performance against the agreed upon commitments.

The aim of the Supplier Management process within ITIL is to ensure that:


The organisation obtains value for money from suppliers and contracts.



Contracts with suppliers are fully aligned with the organisation’s needs.



All contracts support and are aligned with targets in supplier level requirements (SLRs) and service
level agreements (SLAs), and are to be managed in conjunction with Service Level Management.



Supplier relationships are managed.



Supplier contracts are correctly negotiated and managed through the entire contract lifecycle.



The organisation has a supplier policy and a supporting supplier and contract management
information system (SCMIS).

6.1.7.1 RECOMMENDED PRACTICES
1.

Agencies are recommended to have the capability (e.g.: Supplier and Contract management system) to
vet and manage third-party suppliers/vendors list. The system should provide these following
capabilities:
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a.

To provide guidance and standards for the procurement of services and products. This includes
the provision of the Supplier Strategy and the preparation of standard Terms and Conditions

b.

To evaluate prospective suppliers in accordance with the Supplier Strategy, and to select the
most suitable supplier.

c.

To negotiate and sign a binding contract with a supplier. This process is mainly applied for
significant investments, either in externally provided services or in technology

d.

To process orders or commodity products and services, and to order pre-defined items within
the boundaries of existing contract frameworks.

e. To verify if the contractually agreed performance is actually delivered, and to define
improvement measures if required.
f.

To carry out regular renewals of contracts, to assess if those contracts are still relevant, and to
terminate contracts which are no longer needed.

6.2 Service Transition Processes
6.2.1 Service Transition (ST) Planning and Support
Service Transition focuses on the broader, long-term change management role and release
practices so that risks, benefits, delivery mechanisms, and the ease of ongoing operations of
service are considered. It focuses on the transition of services into the “live” environment.

At this point of the Service Management lifecycle the main focus for the IT service departments
of Qatari Government agencies will be the smooth transition of a designed service into live
operation. ITIL version 3 ensures that even though the time/resource pressures that exist
within the Government agencies the valuable knowledge and experience gained through the
design and implementation phases is not lost. Service Management knowledge base seeks to
trap and transfer the “knowledge” and experience to benefit the future, live service operation
of the IT service. Knowledge plays a significant role in the avoidance of incidents and problems
or the more rapid rectification of issues and service restoration. By implementing a knowledge
base system, the IT service department will enrich their understanding and control of the
service environment.

Consideration is given to the possible internal and external cultural changes arising from the
new IT service, something not explicitly covered in ITIL version 2. Delivering a new service
may require new ways of working, new customer engagement practices and new roles/
responsibilities expected of customers. To ensure smooth transition to the new operating
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model a smooth implementation and adoption of these new processes and is critical to the
success of the IT service.
The smooth transition from “old state” to “new state” will be of concern to agencies’ IT service
departments. Release and change management in ITIL version 2 concentrated on changes to
an existing live service, not the introduction of a new service. ITIL version 3 provides Qatari
Government agencies with a methodology of transitioning new service models into an existing
live operation with minimal impact.

6.2.1.1 RECOMMENDED PRACTICES
1.

Agencies should monitor and measure the success of transition process. It is critical to ensure the
transition process has demonstrably met its objectives, and also more importantly that lessons learned
can be trapped and fed back into future service design and transition exercises.

6.2.2 Change Management
The purpose of the Change Management process is to achieve the successful introduction of
changes to an IT system or environment. Success is measured as a balance of the timeliness
and completeness of change implementation, the cost of implementation and the minimization
of disruption caused in the target system or environment. The process also ensures that
appropriate details of changes to IT resources (assets, CIs) are recorded and all changes are
assessed, approved, implemented and reviewed in a controlled manner

The goals of Enterprise Change Management are:


Single source of Change Record Information across the enterprise



Automated and integrated change record logging and tracking



Single approval provided at appropriate change management level



Risk and Impact Assessment activities and Implementation activities documented and linked as part of
the Change Record



Change Status awareness throughout the lifecycle



Standard management reusable reports

6.2.2.1 RECOMMENDED PRACTICES
1. Agencies should follow Change Management Lifecycle processes. All Project Change Requests must be
under the control of the change management process and approved at right level.
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6.2.3 Service Asset and configuration Management
IT services are typically made up of a bunch of individual components — things like servers,
software and middleware, and unique configuration information. In ITIL, Service Asset and
Configuration Management (SACM), is about properly planning and managing (and even being
able to report and audit) the relationships and attributes of all of these components, across
every service in your infrastructure.

Configuration management (CM) seeks to provide a model, with supporting processes, to
identify, control, manage and maintain information relating to all configuration items (CIs)
including attributes, configurations, ownership and relationships.

By implementing Service and Configuration management system, it will help government
agencies to:


Ensure that assets under the control of the IT organization are identified, controlled and properly cared
for throughout their lifecycle.



Identify, control, record, report, audit and verify services and other configuration items (CIs), including
versions, baselines, constituent components, their attributes and relationships.



Account for, manage and protect the integrity of CIs through the service lifecycle by working with
change management to ensure that only authorized components are used and only authorized changes
are made.



Ensure the integrity of CIs and configurations required to control the services by establishing and
maintaining an accurate and complete configuration management system (CMS).



Maintain accurate configuration information on the historical, planned and current state of services and
other CIs.



Support efficient and effective service management processes by providing accurate configuration
information to enable people to make decisions at the right time — for example, to authorize changes
and releases, or to resolve incidents and problems.

6.2.3.1 RECOMMENDED PRACTICES
1.

When implementing Configuration Management (CM), it is important to define appropriate processes
both for Configuration Management itself and for the associated area of change management, which
should be implemented at the same time as configuration management. Both processes must be linked
to the application and project lifecycles.

2.

Consideration should be given to the level of detail captured in the CMDB; too much or too little detail
will undermine the benefits of Configuration Management.
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3.

Support tools should be flexible enough to cater for changing applications and infrastructure. Agencies
are recommended to acquire one of the CM products that incorporate an automatic CI detection and
recording mechanism. Care should be taken that historic CI information is retained.

6.2.4 Release and Deployment Management
The release management (RM) process provides a framework for the release of large-scale
changes, whether to a whole IT infrastructure or to a specific application service. Examples of
such changes might include introducing Windows Vista, deploying a new HR system or rolling
out a new LAN infrastructure. The RM process lays down the steps to be followed prior to
release. These steps include agreeing exact content and roll-out plan through liaison with
change management, and communicating and managing customer expectations during the
planning and roll-out phases.

The scope of release and deployment management includes the processes, systems and
functions to package, build, test and deploy a release into operation. The release process
commences with receipt of an approved request for change to deploy a production ready
release package. Deployment commences with receipt of an approved request for change to
deploy a release package.

Effective release and deployment management adds value to the organisation by:


Delivering change, faster and at optimum cost and minimized risk



Assuring that customers and users can use the new or changed service in a way that supports the
business and demonstrates the value outcome has been achieved



Improving consistency in implementation approach



Contributing to meeting auditable requirements for traceability through service transition



Well planned and implemented release and deployment will make a significant difference to
organisation’s service costs

6.2.4.1 RECOMMENDED PRACTICES
1.

Agencies should plan and implement release management processes as a core capability when
establishing service support functions.

2.

Agencies are recommended to plan for continuous integration and deployment capabilities.

6.2.5 Service validation and test
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The Solution Test process exists to validate prior to deployment that the solution and its
features conform to design specifications and requirements. It also verifies that interim work
products exist and conform to standards. Testing is performed throughout the entire lifecycle
of the solution, including post-deployment.

Alignment and compliance with the business is the overall goal of validation and testing,
mandating explicit awareness of business requirements and coordination with them.

Key points in this coordination include:


Cooperation of specific business and technical roles



Documentation of requirements at different levels of service, and corresponding



Documentation of the plan for validations



Tracking the validations versus the requirements

The key practices of Service Validation and Testing will be


A model for identifying business alignment



An integrated set of test plans



Training, knowledge transfer, and communications



Verification of results through pre-defined tracking and reporting

These practices are represented in the following table, which illustrates the incorporation of
testing within a larger process framework (inputs, activities, and eventual outcomes) of
identifying business value from quality assurance.

The results of such comparisons create an awareness that supports prioritization of service
deliveries; and they inform analyses for the improvement of quality management procedures.
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Figure 4 - Quality Assurance

6.2.5.1 RECOMMENDATION:
1.

A Quality Assurance and Quality Control team should be established which validates and verify the
releases and perform testing on every iteration in every government agency.

2.

Test cases and test result reports must be recorded in centralized database so they can be reviewed.

6.2.6 Evaluation
Purpose of this process is to evaluate the execution and implementation of the IT governance
and management system and to identify potential improvements to it. This process monitors
the measurements from the other processes in the IT management system as well as those
from the overall management system in order to ensure that the system is functioning correctly.
It provides the ability to audit all (or any part) of the IT governance and management system.

The objectives of Change Evaluation process are:




To assess a proposed major Change before authorizing the Change planning phase.
To assess a proposed major Change before authorizing the Change build phase.
To assess a proposed major Change before authorizing the Change deployment phase.
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To assess a major Change after it has been implemented, to verify if the Change has met its objectives
and to identify any lessons to be learned.

6.2.6.1 RECOMMENDED PRACTICES
1.

Agencies are recommended to collate measurements from IT Management system processes and
analyse IT Governance and System outcomes and performance and also to audit the required changes.

6.2.7 Knowledge Management
The purpose of the Knowledge Management process is to focus on capturing and exploiting
the information and knowledge needed by personnel to work effectively.

In order to deliver service successfully, it is necessary that knowledge be captured, organized,
and made available to all with a need to know. The Knowledge Management System contains
information from other data stores used by service management, including:


Service portfolio



Configuration Management System



Supplier and contract management information system (SCMIS)



Availability, capacity, and security management information systems (CMIS, AMIS, and ISMIS)



CSI register

Knowledge can be categorized according to the data-information-knowledge-wisdom (DIKW)
structure as follows:


Data (often called “raw data”) represents discrete facts or numbers. By themselves, data items have
little meaning. The responsibility of knowledge management with respect to data is to capture data,
identify relevant data, maintain its integrity, and archive or purge data when it is no longer needed.



Information is generated when data is viewed in context. This typically involves the use of statistics such
as averages or peak and minimum values. The responsibility of knowledge management with respect to
information is to manage content in a way that allows users to query and analyse it.



Knowledge combines information with experience. Knowledge can be used as a basis for decisionmaking or taking an action. The responsibility of knowledge management with respect to knowledge is
to support the tools that allow users to spot trends, or determine that a threshold has been exceeded.



Wisdom can be created by taking advantage of all the knowledge available, such as recognizing that a
recent deterioration of service performance coincided with the adoption of a new procedure. The
responsibility of knowledge management with respect to wisdom is to make available the tools needed
to identify these associations.
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6.2.7.1 RECOMMENDED PRACTICES
1. Agencies are recommended to establish Service Knowledge Management System (SKMS).
2. Agencies must document their services and their SLAs in SKMS to track the performance outcome of
the service vs stated objectives.

6.3 Service Operation Processes
6.3.1 Event Management
The objective of event management is to detect events, analyse them, and determine the right
control action (if any). By doing so, the event management process also provides a strong
foundation for service assurance, reporting, and service improvement.
It’s important to know, though, that monitoring and event management are not the same thing.
Monitoring is certainly a component of event management, in that it is a useful way to detect
events as they occur. Event management, on the other hand, is focused on extracting meaning
out of events, to help IT take appropriate actions (when required).
Event management can be applied to any aspect of service management that needs to be
controlled and which can be automated — from networks, servers, and applications all the way
to environmental conditions like fire and smoke detection and security and intrusion detection.
Since event management can be applied to just about every aspect of service management in
your IT organization, the benefits are widespread. In general, effective event management
practices can:


Provide a strong foundation to automate key components of your IT operation



Improve detection and response times to incidents, changes, exceptions, etc.



Reduce downtime as result of the above.

6.3.1.1 RECOMMENDED PRACTICES
1.

Agencies should maintain activity logging and exception event reporting as part of event management.

2.

Agencies should maintain a list of events and remedies in SKMS.

3.

Agencies should train their Service Desk team to enable them to identify and do some initial
investigation of every alert, information and Warning messages.
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6.3.2 Incident Management
The purpose of the Incident Management processes is to focus on the restoration of a service
affected by any real or potential interruption which has impact upon the quality of that service.
Definition of incident: "An unplanned interruption to an IT Service or a reduction in the Quality
of an IT Service. Failure of a Configuration Item that has not yet impacted Service is also an
Incident. For example, Failure of one disk from a mirror set.”

The objective of Incident management is to restore normal service operations, within Service
Level Agreement limits, as quickly as possible, after an incident (any event that causes or
could cause an interruption to or a reduction in the quality of that service) has occurred to that
service, and minimize the adverse impact on business operations.

When most people think of IT, incident management is the process that typically comes to
mind. It focuses solely on handling and escalating incidents as they occur to restore defined
service levels. Incident management does not deal with root cause analysis or problem
resolution. The main goal is to take user incidents from a reported stage to a closed stage.

Once established, effective incident management provides recurring value for the business. It
allows incidents to be resolved in timeframes previously unseen. For most organizations, the
process moves support from emailing back and forth to a formal ticketing system with
prioritization, categorization, and SLA requirements. The formal structures take time to develop
but results in better outcomes for users, support staff, and the business. The data gathered
from tracking incidents allows for better problem management and business decisions.
Incident management also involves creating incident models, which allow support staff to
efficiently resolve recurring issues. Models allow support staff to resolve incidents quickly with
defined processes for incident handling. In some organizations, a dedicated staff has incident
management as their only role. In most businesses, the task is relegated to the service desk
and its owners, managers, and stakeholders. The visibility of incident management makes it
the easiest to implement and get buy-in for, since its value is evident to users at all levels of
the organization. Everyone has issues they need support or facilities staff to resolve, and
handling

them

quickly

aligns

with

the

needs

of

users

at

all

levels.

Operational incident management requires several key pieces:
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A service level agreement between the provider and the customer that defines incident priorities,
escalation paths, and response/resolution time frames



Incident models, or templates, that allow incidents to be resolved efficiently



Categorization of incident types for better data gathering and problem management



Agreement on incident statuses, categories, and priorities



Establishment of a major incident response process



Agreement on incident management role assignment

Incident prioritization is important for SLA response adherence. An incident’s priority is
determined by its impact on users and on the business and its urgency. Urgency is how quickly
a resolution is required; impact is the measure of the extent of potential damage the incident
may cause.


Low-priority incidents are those that do not interrupt users or the business and can be worked around.
Services to users and customers can be maintained



Medium-priority incidents affect a few staff and interrupt work to some degree. Customers may be
slightly affected or inconvenienced,



High-priority incidents affect a large number of users or customers, interrupt business, and affect service
delivery. These incidents almost always have a financial impact.

Benefits from implementing incident management include:


timely and controlled response to incidents, reducing their impact to the customer



monitoring of IT performance against service level commitment



availability of service level information to customers



improved staff/resource utilization



assurance that no incidents are overlooked



information flows through to problem management which will lead to the elimination of the original
cause of incident.

Once identified, categorized, prioritized, and logged, the service desk can handle and resolve
the incident. Incident resolution involves five steps:


Initial diagnosis: This occurs when the user describes his or her problem and answers troubleshooting
questions.



Incident escalation: This happens when an incident requires advanced support, such as sending an onsite technician or assistance from certified support staff. As mentioned previously, most incidents
should be resolved by the first-tier support staff and should not make it to the escalation step.
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Investigation and diagnosis: These processes take place during troubleshooting when the initial incident
hypothesis is confirmed as being correct. Once the incident is diagnosed, staff can apply a solution, such
as changing software settings, applying a software patch, or ordering new hardware.



Resolution and recovery: This is when the service desk confirms that the user’s service has been restored
to the required SLA level.



Incident closure: At this point, the incident is considered closed and the incident process ends.

6.3.2.1 RECOMMENDED PRACTICES
1.

It is recommended that Government agencies should implement incident management as their first
service operation process, along with a structured service desk to manage and process incidents on
behalf of customers.

6.3.3 Problem Management
The purpose of the Problem Management process is to resolve problems affecting the Qatar
government services, both reactively and proactively. Problem Management finds trends in
incidents, groups those incidents into problems, identifies the root causes of problems, and
initiates change requests (RFCs) against those problems.

Definition of problem: "A cause of one or more incidents. The cause is not usually known at
the time a problem record is created, and the Problem Management Process is responsible
for further investigation."

Problem management aims to identify the relationship between a series of common incidents,
and then quickly and effectively resolve them, whether by an infrastructure/application change,
a process changes or a workaround. Problem management activities should be managed in a
similar way to incidents, i.e. they should be recorded, classified, tracked and managed
throughout their life-cycle. Problem management provides valuable information to other
Service Management subcomponents, such as incident management, change management,
and service desk processes.

6.3.3.1 RECOMMENDED PRACTICES
1.

Agencies should establish an Incident and problem management DB and Ticketing System.
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2.

Service Desk staff should be trained enough to identify the Problem by looking into incident and Problem
Management DB. This process is one that is integral to long-term service delivery success and therefore
should not be ignored when designing a robust IT service, whether it is internally or externally facing.

6.3.4 Access Management
Access management is also known as identity management or rights management. Its role
is to make sure that the individuals in an organization are able to use the systems that help
them do their job, but only have as much access to them as they really need. This process
runs on the information security principle of “least privilege” (or “least authority”), which states
that each user must only be able to access the information or resources necessary to their job.
While it may seem like a burden to have to deny access to those users who want it, it's
important for everyone to follow the process. Access management enables the organization to
maintain a secure environment that not only prevents unauthorized usage, but also averts data
breaches that can erode customer trust and incur financial penalties


Access is the level or extent of an application's functionality that a user is allowed to use. For example,
in a file server or content management system, access is whether a user can read a file, read and write
a file, edit a file, or delete a file.



An access request is the way in which a user requests to be able to access a service. This is usually a
request for a login via a service request from the service desk.



The information security policy is the document that provides the rules that access management then
implements. The information security management process builds and maintains this policy. Identity is
the information needed to tell you who a user is. It is used to verify a user's status within an organization
and define his or her access levels. An identity is unique to the user.



Rights, also known as privileges, are the settings that you provide to a user along with their access. For
example, a user may have access to view an internal wiki but may not be allowed to edit or delete
anything in the wiki.



Service groups are similar sets of services. These services might perform similar or interrelated
functions, such as a ticketing system and a call centre system. This is implemented when users are added
to a specific group that then grants similar access across multiple systems.

Access management processes include:


Maintaining a catalogue of user roles and access profiles: This process involves building and maintaining
an active repository of all the user roles and access profiles within the organization. User roles are
defined listings and hierarchies of all the roles in an organization, including types of users, such as service
desk agent, business user, sales person, etc. It is important to review these roles periodically, particularly
when requests come in for access changes that don't seem to correspond to the role. The access given
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to roles should also be evaluated when new software is purchased or decommissioned. This allows you
to grant and remove access based on the process rather than by one-off requests.


Provisioning user access requests: This sub-process is where access management activities come into
play. Access management verifies the user, provides access rights, monitors the identity status, removes
or restores access, and logs and tracks access. The success of this sub-process depends maintaining an
accurate user profile and access repository.

6.3.4.1 RECOMMENDED PRACTICES
1.

Agencies should implement User Identity Management and Access Control program. Internal Access List
should be maintained and reviewed for each user. Access management is the sole process responsible
for implementing security policies.

2.

Agencies should adhere to the security policies specified in Qatar National Information Assurance policy
document.

6.3.5 Operation Management
Service Operations (SO) focuses on delivery and support/control processes. SO, preserves
the core components of service support and service delivery elements from ITIL version 2 and
is used as the collective term to describe these services in the GEA Service Management
framework.

Under ITIL version 2, service operations processes were split down into service support and
service delivery. These have not changed significantly in ITIL version 3 just enhanced and
improved as a result of ongoing developments in service operation delivery. All the usual
control processes remain which will ensure any investment already made in ITIL version 2
processes is protected and lead on to a smooth transition from ITIL version 2 to an ITIL version
3 service lifecycle model. Attention is paid to considering and developing scalable service
operations processes which will align with the growing development and subsequent maturity
of government services in Qatar.

6.3.5.1 RECOMMENDED PRACTICES
1.

Implementing all the service operations processes is a significant undertaking that demands focus and
attention, time and resources, designing and planning, and most importantly management and
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customer commitment. The scale of service operation is considerable and it can look a daunting task.
Therefore, implementing the process framework needs to be staged; it is more effective to maintain a
consistent level of change over a period of time rather than attempt a “big bang” approach.
2.

Government agencies should agree a joint approach and should concentrate on implementing the
service support functions in advance of implementing any of the service delivery elements – in other
words they should address “business as usual” issues ahead of “strategic” ones.

3.

Within the service support functions, the elements to address first are incident management,
configuration management and change management. This foundation will provide the core level of
control required to deliver an elementary service support function that will significantly improve the
delivery of services to customers of Qatari Government agencies.

4.

For external facing service desk, agencies should leverage the existing Qatar Government Call Center.
For internal IT services, they should establish a service desk to manage the service support functions.

5.

Once the foundation is in place the next “wave” of implementation should address problem
management and release management. These two processes bring the “value-add” to the service
support arena.

6.

With the implementation of service support functions underway, focus can then shift to the service
delivery, or “strategic”, functions. Service level management will provide an opportunity for strategic
dialogue with customers. In defining service levels, a key component is cost, so financial management
should be implemented in parallel. Capacity management, continuity management and availability
management are the last of the strategic processes to be implemented, and again will provide the valueadd around the service delivery function.

The advice provided within this document seeks to provide an architectural framework and highlevel implementation approach. Any detailed implementation activities would need to be defined
as part of delivery planning within QATAR Service Management project/program.
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7 Service Desk
In Qatar Government, there is a growing need to ensure the services offered are focused on
the customer and delivering intended value. As the service desk is at the forefront of the
customer and the service interface, it is imperative that it has the correct processes and
procedures in place to benefit the service consumer.

A service desk provides a single point of contact between the customer and the service. This
is the same for both our internal support services and those services we provide to strategic
partners / external customers.

The service desk is at the centre of the majority of the IT service management (ITSM) activities
described in the ITIL best practice. The diagram below describes the role service desk plays
in a tiered service support.

Figure 5 - Support levels

Currently, MoTC provides Qatar Government Contact Center (QGCC) as a shared Service
desk for all government agencies i.e. level 1 support. All government agencies are expected
to leverage QGCC as the single point of contact to the public for all queries and issues related
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to Qatar government services. Level 2 and Level 3 can be handled by agencies support teams
or vendor technicians.

7.1 Recommended practices:
1. All government agencies are expected to leverage QGCC as the level 1 help desk - the single point
of contact to the public for all queries and issues related to Qatar government services.
2. MoTC (external customer facing) or agency managed service desks (internal facing IT service desks)
should have the following technology capabilities at a minimum.


ACD (Automatic Call Distributor) Telephone calls received by the help desk are automatically
routed to a suitable operator based on the content of the inquiry and the call load to achieve
efficient call management.



CTI (Computer Telephony Integration): Customer Calls are managed by a computer system. By
viewing the customer’s profile and Past history, the Operator is better able to smoothly handle
the inquiry.



Configuration Management Database: With a configuration management Database (CMDB) to
centrally manage IT resources such as PCs and servers. This tool must be deployed to manage
tickets for the ITIL compliant incident management. This makes it possible to standardize the
Help Desk and achieve consistent work processes.



Knowledge Database (KDB): This database stores the causes and resolutions to incidents and
problems that have occurred. When a similar incident occurs, the service desk agent can
quickly find how the incident has been resolved before. This raises the level of satisfaction
among users and promotes continues improvement in the quality of Service Desk.

3. MoTC and agencies shall use ITIL as a method of reviewing, defining and improving their ITSM
processes. List of cores ITIL process requirements to be implemented using the service desk tool
and their level of importance is listed below.

M = Mandatory; R = Recommended; N = Nice to have
Requirement

Description

Importance

ITIL Processes
Handling of incident tickets from logging
Incident Management

through to resolution

M

Problem Management (including

Handling of problem tickets – underlying

M
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KEDB)

causes of faults – and records of these in the
Known Error DB
Handling of change tickets, approval

Change Management

mechanism and implementation plans

M

Tool to have usable KMS function for support
Knowledge‐Base

reference

M

In‐built capability to manage / track assets
CMDB / CI tracking

and link to incidents and users

M

System handles requests for standard
equipment, purchase of licences etc. (i.e.
Request Fulfilment

Information requests, advice, standard

R

changes)

Service Catalogue / Portfolio
Management

Ability to manage / maintain the Service
Catalogue from within the tool

R

KMS system has expiry / review dates for all
KB article review / expiry dates

Knowledge‐Base articles to prompt for review

N

Ticket / Request Handling
Mechanism for approving change
requests at line manger level

User’s departmental level approval by their
manager

M

Relevant authorisation of change within
Technical approval of change requests agencies (power users)

Automated emails for ticket status
updates

M

Email notifications of key stages in ticket
lifecycle, i.e. any major updates

M

In‐application and / or email notifications to
Event‐based notifications for SLA
clocks and ticket updates

alert when updates are received for tickets or

M

at pre‐defined times in the SLA timeline
Multiple groups / ticket stacks for different

Multiple ticket resolution groups

resolver groups to use in managing their

M

queue
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Tool requires ability for any users to attach
Facility to upload / attach screenshots, documents when logging / updating tickets for
extra information etc.
screenshots etc.

M

System functionality to allow moving tickets
Ability to pass between resolver teams between resolver groups for further work etc.

M

Multi‐Customer capability to allow
differentiation of tickets from different
Business’ / business Unit

Ability to log tickets on the system for a third‐
party customer, different business unit or

M

partner organisation
Ability to link tickets in the system so that

Link Tickets (including different types
i.e. Change, Problem, Incident)

relevant tickets can be associated with each
other (i.e. a change related to fixing an

M

incident)
Email input into system automatically creates
Automatic incident logging from email an incident when in pre‐defined format

N

Tool has ability to quickly log tickets or
‘Quick Ticket’ templates for logging of particular types which are logged frequently
most frequent issues
by using pre‐completed templates

N

After a pre‐defined time (i.e. 6months) any
Auto Expiration / Deletion of
attachments

Pre‐programmed templates for ticket
logging

attachments to resolved tickets are

N

automatically deleted to save space
Tool comes with pre‐prepared ticket logging
templates to save configuration time / effort

N

Users given ability to reset/change their
Auto‐Password Reset

Active Directory passwords using reset forms

N

– incident auto‐logged
Automatic / Intelligent Routing of
tickets, dependent on CI types and
priority

Tickets are auto‐allocated with suggested
resolver groups based on logging details

R

Accessibility / Reporting
Web Portal for Users to log and check Ability to access from the internet a web
progress on tickets
portal which can be used to log tickets and
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check progress

Web portal functionality to allow 3

rd.

party support partners access

Agency Delivery partners can access web
portal to update tickets etc.

M

Ability to generate reports and export data is
In‐built reporting / export functionality

Accessibility on mobile devices i.e.
Blackberry / Android / iPhone

included

M

Smartphone applications / interfaces to allow
access to the system

R

Graphical reports which give at‐a‐glance view
Dashboard Views

on service etc.

R

Ability to output information regarding
Pro‐Active User Information displayed incidents / outages etc. onto a web page or
on portal / ticker / intranet
internet portal for the tool

R

If tool is installed on premise, use of the
User authentication via Active
Directory

Active Directory in place to authenticate users

R

on the tool
Built‐In mechanism for compiling and

Customer Satisfaction survey

reporting on CustSat

N

Integration / Compatibility
Full integration with email, allowing sending of
Email integration

notification emails etc.

M

Software / Tool client for users must work on
Windows compatible

Windows OS

M

Tool integrates completely with a monitoring
System monitoring integration

application and can auto‐log tickets related to

R

system events
SLA / OLA Management
Custom SLA levels, per service or
customer

Ability to configure custom SLA’s for different
services / customers
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Functionality to flag a number as users as VIP
VIP allocation for limited number of
users

and thus raise ticket profile or implement

R

different SLA’s
Configurable reminders to alert Service

Service Level Information Review
Dates

Management function when an SLA is due for

N

review with the customer
Details of contracts logged in the tool and

Contract Management and SLM

associated SLA’s to allocate to a service /

N

product in the Service Catalogue
Misc.
Tool to be suitable for use by other BU’s for
Extensibility to allow use as a Business
logging / tracking customer requests etc.
Service Desk

R

Tool has the ability to contain financial
information for assets, i.e. purchase value,
Asset Management Financial Info

depreciation, compound asset value

R

(including add‐ons such as RAM / disks)
Understand how a change to a CI will impact
CI Relationships to Outage / Change
Impact

service and other CI’s if a change is made or

N

failure of a specific CI or service occurs
ITSM tool carries Coal Authority logo /

Authority branding of tool

Real‐time chat / IM with support
analyst

branding etc.

N

End‐User system / web portal has ability to
chat real‐time with service desk analyst

N

Product has the ability to run discovery tool(s)
Software / License audit capabilities

on assets to interrogate and report on

N

installed versions of software
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8 Support Tools
The service operation support tools are the collection of applications/utilities that are used to
operate, manage and maintain data relating to all subcomponents of the service operation
function of the IT Service Management framework. As Service Management software is a
maturing market, there are a number of integrated tools that provide a single-platform
approach to all data capture, storage and manipulation tasks associated with the
subcomponents of service operation. Service operation tools must be flexible enough to
accommodate changes both in remit as well as in scope.

As IT Service Management functions within Government in Qatar grow, take on new remits
and potentially merge, the application and database that support the underlying processes
need to grow accordingly. Therefore, flexible service operation solutions with a long-term
commitment to the ITIL framework should be sought. Please refer to Appendix C for a
comparison of service management capabilities of leading tools.

A solution that maintains secure separation of information relating to individual agencies, yet
at the same time uses a common platform or repository, is an ideal solution. With this type of
solution, Government agencies would benefit from a single standard Service Management
interface yet maintain control over their own environment. Having a consolidated view of
technology across the whole Government agency estate will increase the benefits of
configuration and change management.

8.1 Recommended practices:
1.

MoTC is recommended to have common repository of all the information related to services provided
by all the agencies, it will benefit and help level 1 support to figure out and determine the issue initially
and at times resolve it on the spot before escalating them to Level 2 Agency Support.

2.

MoTC is recommended to have a Service Management tool that is integrated with all agencies so in case
if any incident/problem appears, system should intelligent enough to route the issue to respective
agency.

3.

Government agencies should avoid proprietary Service Management frameworks or toolsets as these
can tend to tie purchasers into a solution/model that does not fit their own needs. Chosen product
offerings from the market should be aligned to ITIL v3 Service Management frameworks.
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9 Appendix 1: Background & Current Status of ITIL v3

The UK Central Computer & Telecommunications Agency (CCTA), a predecessor of the UK
Office for Government Communications (OGC), established ITIL in the late 1980s when UK
Government’s reliance on IT was increasing and “value for money” efficiencies were being
sought.

A team from CCTA set out to document a common sense approach to managing IT services
with the intention of improving reliability whilst maintaining cost efficiencies within their
organization. It became clear that UK Government bodies were not unique in their need for a
Service Management framework. CCTA recognized that ITIL could serve as a framework for
a significantly wider audience, both commercial as well as Governmental. It was from this point
that the first IT Infrastructure Library (ITIL) was created.

The original ITIL framework was reviewed and refreshed in early 2000. The UK OGC
organization worked closely with the British Standards Institute (BSI) and the IT Service
Management Forum (itSMF) in revising the ITIL books in order that the BSI Specification for
Service Management and the ITIL series form part of the same logical structure.
ITIL is a public (operational) framework that describes Best Practice in IT service management.
It provides a framework for the governance of IT, the ‘service wrap ‘, and focuses on the
continual measurement and improvement of the quality of IT service delivered, from both a
business and a customer perspective. This focus is a major factor in ITIL ‘s worldwide success
and has contributed to its prolific usage and to the key benefits obtained by those organizations
deploying the techniques and processes throughout their organizations.
Some of these benefits include:


increased user and customer satisfaction with IT services



improved service availability, directly leading to increased business profits and revenue



financial savings from reduced rework, lost time, enhanced resource management and usage



shorter time to market for new products and services



improved decision making and optimized risk.

The initial version of ITIL consisted of a library of 31 associated books covering all aspects of
IT service provision. This initial version was then revised and replaced by seven, more closely
connected and consistent books (ITIL V2) consolidated within an overall framework. This
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second version became universally accepted and is now used in many countries by thousands
of organizations as the basis for effective IT service provision. In 2007, ITIL V2 was superseded
by an enhanced and consolidated third version of ITIL, consisting of five core books covering
the service lifecycle.
The five core books cover each stage of the ITIL Service Lifecycle from the initial definition
and analysis of business requirements in Service Strategy and Service Design, through
migration into the live environment within Service Transition, to live operation and improvement
in Service Operation and Continual Service Improvement.
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Background to ITIL version 3
The previous versions of ITIL are based on principles that were established 20 years ago in
the 1980s. Significant changes have occurred during this period to the landscape of IT and the
way IT Service Management is executed. In early 2005, the OGC, with assistance from
numerous organizations and individuals, undertook an extensive worldwide public consultation
to gain the opinions of ITIL users, vendors and educators as to the future shape of the ITIL
Service Management model. The revised version of ITIL – ITIL version 3 – is the result of this
consultation and is due for release in May 2007. ITIL version 3 seeks to refresh, and add to,
the core principles in light of changes and developments that have occurred in the last 20
years.

The Service Management component of the GEA for Qatar is based around the current ITIL
version 2 model, however it also strongly aligns itself to the ITIL version 3 model – as shown
in the reference diagram below from ITIL:

Figure 6 - ITIL v3 model

Source: ITIL: www.itil.org (http://www.itil.org/osMedia/pic/22gr-the-coreframework_2142_or.jpg)
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The Service Lifecycle
ITIL is organized around a service lifecycle which includes service strategy, service design,
service transition, service operation and continual service improvement.

Figure 7 - ITIL processes

1) Service Strategy
Process Objective: To decide on a strategy to serve customers. Starting from an assessment
of customer needs and the market place, the Service Strategy process determines which
services the IT organization is to offer and what capabilities need to be developed. Its ultimate
goal is to make the IT organization think and act in a strategic manner.
Understanding who the IT customers are, the service offerings that are required to meet the
customers’ needs, the IT capabilities and resources that are required to develop these
offerings, and the requirements for executing them successfully. Driven by strategy throughout
the course of delivery and support for the service, the IT service provider must always try to
ensure that the cost of delivery is consistent with the value delivered to the customer.
A- Service Management for IT Services
Process Objective: To assess the service provider’s offerings, capabilities, competitors as well
as current and potential market spaces in order to develop a strategy to serve customers. Once
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the strategy has been defined, Strategy Management for IT Services is also responsible for
ensuring the implementation of the strategy.

B- Service Portfolio Management
Service Portfolio Management ensures that the service provider has the right mix of services
to meet required business outcomes at an appropriate level of investment.

C-Financial Management for IT Services
Process objective is to manage the service provider’s budgeting, accounting and charging
requirements.

D- Demand Management
Demand Management works with Capacity Management to ensure that the service provider
has sufficient capacity to meet the required demand.

E- Business Relation Management
Business Relationship Management identifies the needs of existing and potential customers
and ensures that appropriate services are developed to meet those needs.

2) Service Design

Process Objective: To design new IT services. The scope of the process includes the design
of new services, as well as changes and improvements to existing ones. Service design
ensures that new and changed services are designed effectively to meet customer
expectations. The technology and architecture required to meet customer needs costeffectively are an integral part of service design, as are the processes required to manage the
services. Service management systems and tools to adequately monitor and support new
modified services must be considered, as well as mechanisms for measuring the service
levels, the technology, and the efficiency and effectiveness of processes.

Design Coordination

Process Objective: To coordinate all service design activities, processes and resources.
Design coordination ensures the consistent and effective design of new or changed IT
services, service management information systems, architectures, technology, processes,
information and metrics.
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Service Catalogue Management

Process Objective: To ensure that a Service Catalogue is produced and maintained, containing
accurate information on all operational services and those being prepared to be run
operationally. Service Catalogue Management provides vital information for all other Service
Management processes: Service details, current status and the services’ interdependencies.

Service Level Management

Process Objective: To negotiate Service Level Agreements with the customers and to design
services in accordance with the agreed service level targets. Service Level Management is
also responsible for ensuring that all Operational Level Agreements and Underpinning
Contracts are appropriate, and to monitor and report on service levels.

Risk Management

Process Objective: To identify, assess and control risks. This includes analysing the value of
assets to the business, identifying threats to those assets, and evaluating how vulnerable each
asset is to those threats.

Capacity Management

Process Objective: To ensure that the capacity of IT services and the IT infrastructure is able
to deliver the agreed service level targets in a cost effective and timely manner. Capacity
Management considers all resources required to deliver the IT service, and plans for short,
medium and long term business requirements.

Availability Management

Process Objective: To define, analyse, plan, measure and improve all aspects of the
availability of IT services. Availability Management is responsible for ensuring that all IT
infrastructure, processes, tools, roles etc. are appropriate for the agreed availability targets.

IT Service Continuity Management
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Process Objective: To manage risks that could seriously impact IT services. ITSCM ensures
that the IT service provider can always provide minimum agreed Service Levels, by reducing
the risk from disaster events to an acceptable level and planning for the recovery of IT services.
ITSCM should be designed to support Business Continuity Management.

Information Security Management
Process Objective: To ensure the confidentiality, integrity and availability of an organization’s
information, data and IT services. Information Security Management usually forms part of an
organizational approach to security management which has a wider scope than the IT Service
Provider.

Compliance Management

Process Objective: To ensure IT services, processes and systems comply with enterprise
policies and legal requirements.

Architecture Management

Process Objective: To define a blueprint for the future development of the technological
landscape, taking into account the service strategy and newly available technologies.

Supplier Management

Process Objective: To ensure that all contracts with suppliers support the needs of the
business, and that all suppliers meet their contractual commitments.

3) Service Transition

Process Objective: To build and deploy IT services. Service Transition also makes sure that
changes to services and Service Management processes are carried out in a coordinated way.
Service transition phase of the lifecycle the design is built, tested and moved into production
to enable the business customer to achieve the desired value. This phase addresses
managing changes: controlling the assets and configuration items (the underlying components
such as hardware, software etc.) associated with the new and changed systems; service

Service Management

54

Government Enterprise Architecture

validation; and testing and transition planning to ensure that users, support personnel and the
production environment have been prepared for the release to production.

Change Management

Process Objective: To control the lifecycle of all Changes. The primary objective of Change
Management is to enable beneficial Changes to be made, with minimum disruption to IT
services.

Change Evaluation

Process Objective: To assess major Changes, like the introduction of a new service or a
substantial change to an existing service, before those Changes are allowed to proceed to the
next phase in their lifecycle.

Project Management (Transition Planning and Support)

Process Objective: To plan and coordinate the resources to deploy a major Release within the
cost, time and quality estimates.

Application Development

Process Objective: To make available applications and systems which provide the required
functionality for IT services. This process includes the development and maintenance of
custom applications as well as the customization of products from software vendors.

Release and Deployment Management

Process Objective: To plan, schedule and control the movement of releases to test and live
environments. The primary goal of Release Management is to ensure that the integrity of the
live environment is protected and that the correct components are released.

Service Validation and Testing

Process Objective: To ensure that deployed Releases and the resulting services meet
customer expectations, and to verify that IT operations is able to support the new service.
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Service Asset and Configuration Management

Process Objective: To maintain information about Configuration Items required to deliver an IT
service, including their relationships.

Knowledge Management

Process Objective: To gather, analyse, store and share knowledge and information within an
organization. The primary purpose of Knowledge Management is to improve efficiency by
reducing the need to rediscover knowledge.

Service Management

56

Government Enterprise Architecture

4) Service Operation

Event Management

Process Objective: To make sure CIs and services are constantly monitored, and to filter and
categorize Events in order to decide on appropriate actions.

Incident Management

Process Objective: To manage the lifecycle of all Incidents. The primary objective of Incident
Management is to return the IT service to users as quickly as possible.

Request Fulfilment

Process Objective: To fulfil Service Requests, which in most cases are minor (standard)
Changes (e.g. requests to change a password) or requests for information.

Access Management

Process Objective: To grant authorized users the right to use a service, while preventing
access to non-authorized users. The Access Management processes essentially execute
policies defined in Information Security Management. Access Management is sometimes also
referred to as Rights Management or Identity Management.

Problem Management

Process Objective: To manage the lifecycle of all Problems. The primary objectives of Problem
Management are to prevent Incidents from happening, and to minimize the impact of incidents
that cannot be prevented. Proactive Problem Management Analyses Incident Records, and
uses data collected by other IT Service Management processes to identify trends or significant
Problems.

IT Operations Control
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Process Objective: To monitor and control the IT services and their underlying infrastructure.
The process IT Operations Control executes day-to-day routine tasks related to the operation
of infrastructure components and applications. This includes job scheduling, backup and
restore activities, print and output management, and routine maintenance.

Facilities Management

Process Objective: To manage the physical environment where the IT infrastructure is located.
Facilities Management includes all aspects of managing the physical environment, for example
power and cooling, building access management, and environmental monitoring.

Application Management

Application Management is responsible for managing applications throughout their lifecycle.

Technical Management

Technical Management provides technical expertise and support for the management of the
IT infrastructure. Process Objective: To make sure that IT services are delivered effectively
and efficiently. The Service Operation process includes fulfilling user requests, resolving
service failures, fixing problems, as well as carrying out routine operational tasks.
Service operation delivers the service on an ongoing basis, overseeing the daily overall health
of the service. This includes managing disruptions to service through rapid restoration after
incidents; determining the root cause of problems and detecting trends associated with
recurring issues; handling daily routine end-user requests; and managing service access.

5) Continual Service Improvement (CSI).

Process Objective: To use methods from quality management in order to learn from past
successes and failures. The Continual Service Improvement process aims to continually
improve the effectiveness and efficiency of IT processes and services, in line with the concept
of continual improvement adopted in ISO 20000.cabCSI offers a mechanism for the IT
organization to measure and improve the service levels, the technology and the efficiency and
effectiveness of processes used in the overall management of services.

Service Review
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Process Objective: To review business services and infrastructure services on a regular basis.
The aim of this process is to improve service quality where necessary, and to identify more
economical ways of providing a service where possible.

Process Evaluation

Process Objective: To evaluate processes on a regular basis. This includes identifying areas
where the targeted process metrics are not reached, and holding regular benchmarking,
audits, maturity assessments and reviews.

Definition of CSI Initiatives

Process Objective: To define specific initiatives aimed at improving services and processes,
based on the results of service reviews and process evaluations. The resulting initiatives are
either internal initiatives pursued by the service provider on his own behalf, or initiatives which
require the customer’s cooperation.

Monitoring of CSI Initiatives

Process Objective: To verify if improvement initiatives are proceeding according to plan, and
to introduce corrective measures where necessary.

What is Service Management?

To understand what service management is, we need to understand what the meaning of
service is.

General definition says:
“A service is a means of delivering value to customers by facilitating the outcomes that
customers want to achieve without the ownership of specific costs and risks.” If we explain
simpler, in the past, IT was defined by products. But it is not enough now. Today’s customers
want to and should concentrate on their business and should not have to care about the details
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of service delivery. To deal with the risks and costs of service creation and delivery are service
provider’s job.

Figure 8 - Service views

Service Management is set of specialized capabilities for delivering value to customers in the
form of services. Each service, process or infrastructure component has a lifecycle, and service
management considers the entire lifecycle from strategy through design and transition to
operation and continual improvement.

IT Service Management objectives are;

-To align IT Services with the current and future needs of the Business and its Customers.
-To improve the quality of the IT services delivered.
-To reduce the long-term cost of service provision.

There are some key elements about IT Service Management as follows:

People: Skills, Training, Communication
Processes: Actions, Activities, Changes, Goals
Products: Tools, Monitor, Measure, Improve
Partners: Specialist, Supplier
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ITIL (Information Technology Infrastructure Library)

ITIL is systematic approach to high quality IT service delivery and a public framework that
describes best practice in IT service management. But what are best practices mean?
-Practices widely accepted and adopted,
-Tested plenty of times,
– May come from a number of source including: standards, public frameworks, academic
research, proprietary knowledge.
” Think of ITIL not as a destination, but as a vehicle you can use to help you travel more quickly
and efficiently on your ongoing journey of continuously improving service levels”
ITIL developed in the 1980s in responding to growing dependence on IT by the UK
Government’s Central Computer and Telecommunications Agency (CCTA). At first there was
40 publications. In 1990s, ITIL had started to use in The Netherlands. The Service Support
and Service Delivery Books were redeveloped and version 2 of ITIL was released in 2001.
After that ITIL was very popular and started to use rest of the world. In 2007, ITIL v3 was
released much simplified and rationalised to 5 books. And also, aligned with ISO20000
standard for service management.
ITIL Service Lifecycle
Each application and each service will be designed have to follows some phases which
known as service lifecycle.

Service Management

61

Government Enterprise Architecture

Figure 9 - Service management phases

There are 5 main phases:
Service Strategy
Service Design
Service Transition
Service Operation
Continual Service Improvement

1) Service Strategy:

IT service management includes how to determine the general strategies. The main purpose
of creating strategies for clients is to be the best in the services offered. This phase has to
provide answers for the following questions:
– What are we going to provide?
– Can we afford it?
– Can we provide enough of it?
– How do we gain competitive advantage?
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There are some key processes and activities:
Financial Management: Aims to provide financial input to all processes. Control and
monitoring of the investments is provided.
Service Portfolio Management: Aims to manage the risks by maximizing revenue.
Demand Management: Used for determination of the company needs by working closely with
the business units. Prepared for the cost of the service pack to customer needs, in terms of
quality and capacity ensures optimized.

2) Service Design:
This phase is concerned with the design of the service. This phase has to provide answers
for the following questions:
– How are we going to provide it?
– How are we going to build it?
– How are we going to test it?
– How are we going to deploy it?

There are some key processes and activities:
Service Catalogue Management: The goal of service catalogue management is to ensure
the creation and maintenance of the service catalogue and that all information is precise and
up-to-date concerning status, interfaces and dependencies in order to provide the service. The
service portfolio contains all future requirements of services, information about the currently
available services. The process also registers the status of all operative services or services
in the pipeline.
Service Level Management: Unit business needs are clearly understood by the service
provider and the service provider have the capacity to respond to these needs that provides
control by working closely with business units.
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Figure 10 - SLAs, OLAs and UC

Capacity Management: Capacity management deals with the optimal and economic usage
of existing resources and makes future capacity requirements available in good time. Capacity
management has to deal with the following questions: Cost vs. Capacity, Supply vs. Demand.
Availability Management: The purpose of Availability Management is to provide a point of
focus and management for all availability-related issues, relating to services, components and
resources. The availability management process ensures that all operative services meet the
agreed availability goals and that all new or changed services are created appropriately in
order to meet the projected goals without affecting the existing services. Availability
Management activities should consider the availability, reliability, maintainability and
serviceability at both service and component level.
IT Service Continuity Management: The purpose of ITSCM is to maintain the appropriate
on-going recovery capability within IT services to match the agreed needs, requirements and
timescales of the business. Enterprises must therefore prepare for situations when services
are massively disrupted and perhaps unavailable for a lengthy period. Modern IT service
continuity management puts the emphasis on prevention.
Information Security Management: ISM is to align IT security with business security and
ensure that information security is effectively managed in all services. Focuses on protection
of five basic qualities of information assets; Confidentiality, Integrity, Availability, Authenticity,
Non-repudiation.

Service Management

64

Government Enterprise Architecture

Figure 11 - Security management

Supplier Management: The supplier management must cover all suppliers and contracts
required to deliver a service for the business. The relationship between supplier and service
provider must be formally defined. However, depending upon the strategic importance of the
supplier, provision must be made for greater integration of the supplier within the strategy
planning or service design.

3) Service Transition:
This is phase of a service that has been designed as a guideline to ensure activation of the
service. All elements are required for a service, technical and non-technical, located at Service
Transition. The most important phase of Service Lifecycle. In this phase, Service Design
Packages are developed and loaded into the system after testing. Service Transition Phase
aims to keep risks at minimum level. Also demands of changing are responded.
There are some key processes and activities:
Service Asset and Configuration Management: Records in service management are kept.
System integrity is monitored by performing logical modelling of IT components. Up-to-date
and verified information on the status of the service assets and IT infrastructure is also made
available to other service management processes. The CMS contains one or more physical
configuration management databases.
Change Management: Respond to customer changing business requirements and
business/IT requests for change that will align the services with the business needs. There are
three types of change; Normal, Standard, Emergency.
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Figure 12 - Change management

Release and Deployment Management: To build, test and deliver the capabilities (or skills)
in accordance with the service design specification in such a way that the service meets the
requirements demanded by the stakeholders.
Knowledge Management: The aim is to make this technical know-how accessible to all
participating service employees with the help of a service knowledge management system
(SKMS). Knowledge management system consists four layers; Data, Information integration,
Knowledge Processing, Presentation.
Transition Planning and Support: The service transition planning and support process
ensures the orderly transition of a new or modified service into production, together with the
necessary adaptations to the service management processes. This process must incorporate
the service design and operational requirements within the transition planning. This essentially
involves the management and control of the transition plan. Effective Transition Planning and
Support can significantly improve a service provider’s ability to handle high volumes of change
and releases across its customer base.
Service Validation and Testing: Successful testing depends on understanding the service
holistically. The key purpose of service validation and testing is to provide objective evidence
that the new/changed service supports the business requirements. The service is tested
explicitly against the utilities and warranties set out in the service design package, including
business functionality, availability, continuity, security, usability and regression testing.
Evaluation: Evaluation is a generic process designed to verify whether or not a specific service
is acceptable. Evaluation considers the input to Service Transition, addressing the relevance
of the service design, the transition approach itself, and the suitability of the new or changed
service for the actual operational and business environments encountered and expected.
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4) Service Operation:
Aims to use the service provided more efficient and effective. Concerned with ensuring that
services operate within agreed parameters. Charged with restoring service as quickly as
possible and with minimal impact to the business.
There are some key processes and activities:
Event Management: An event can be defined as a measurable or identifiable occurrence
which is relevant to the management of the IT infrastructures and consequently the provision
of IT services. Events are typically messages or displays produced by services, configuration
items or monitoring tools.

Figure 13 - Event management

Incident Management: To ensure a properly response to problems of services that are
running. Incident management is the process which is responsible for managing the lifecycle
of all incidents. The key aim of the incident management is to restore the IT service for the
user as quickly as possible. If an incident cannot be resolved quickly, it may be escalated.
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Figure 14 - Incident management

Problem Management: Concerned with identification and correction of flaws or errors in the
environment which cause incidents. Aims to minimise impact of unavoidable incidents and
eliminates recurring incidents. Problem Management Process have two major steps; Reactive
Problem Management, Proactive Problem Management.
Request Fulfilment: The purpose of Request Fulfilment is to enable users to request and
receive standard services, to source and deliver these services, to provide information to users
and customers about services and procedures for obtaining them, and to assist with general
information, complaints and comments.
Access Management: Aims to provide right things for right users at right time. Charged with
providing authorized parties with appropriate access to service and information as specified in
the information security policy. Executes the information security policy as defined by the
information security management process.

5) Continual Service Improvement:
Concerned with alignment and realignment of services, processes, functions, etc. With
changing business needs. Deals with the consistent application of quality management
methods to the overall service management effort. Focuses on process owners and service
owners. Ensures that service management processes continue to support the business.
Monitor and enhance service level achievements.
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Figure 15 - Continual service improvement

There are some key processes and activities:

Service Reporting: A large volume of data relating to the service quality is collected as part
of the service delivery and monitoring. The majority of this information is used internally by IT.
Only a small portion is of relevance to the business. The business requires the service provider
to produce a comparison with previous reporting periods and to rework incidents.

Figure 16 - Service improvement

7Stage Improvement Process: Provides means of using measurement to guide the
improvement and correction of service performance.
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Figure 17 - 7 Stage improvement
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10 Appendix 2: Example service operation processes
Incident management process
start

incident reported

service
request
process

service request or
incident

service request

yes

total application/
service failure

priority 1

incident record

failure

critical or key
application/service

yes

no

No

Yes

business impact

reputation loss

little or no
loss

severe loss
priority 1
No
priority 2
Yes

minor
loss

priority 4

reputation loss

priority 1

priority 3

No

business impact

little or no loss

sever loss
minor loss
priority 3

no

acceptable
workaround
available

priority 2

priority 4

yes

priority 3

Figure 18 - Incident management process

Problem management
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start

major incident or
recurring incident

match with
known error?
No
create problem
record

Yes

inform user of
work round

update count on
known error

update Incident
classify & prioritise
problem

allocate problem
to support team

investigate
problem

Yes

investigation
still valid?

No

root cause
established?

No

Yes

obtain sign off from
authorised staff

create known error

update and close
problem record

update problem
record

workaround
available?

publish
workaround

incident
management

update problem
record
update and close
problem record

obtain sign off from
authorised staff

solution
available?

update and close
problem record

obtain sign off from
authorised staff

decision to
proceed?

raise RFC

update problem
record

change
management

confirm resolution
with end user

update problem
record

update and close
problem record

incident
management

Figure 19 - Problem management process

Change control process
Change control process diagram 1
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change initiators

start

reject
change manager

configuration manager

filters requests

initial logging of RFC

change manager

configuration manager

allocates initial
priority

updates log

yes

urgent?

to diagram 2

change manager
implement change using
appropriate
Standard Change model

decide category
(initial impact / resource
estimate and / or use of
standard model
minor

significant

major

change manager

change manager

change manager

approves / rejects and
schedules changes,
reports action to CAB

circulates RFCs to
CAB members

circulates RFCs to
boardmembers

CAB members

senior management /
board level

may be
iterative

no

confirm impact / resource
estimate and priority.
Approve / reject changes
Schedule changes

approve / reject changes
(financial / technical /
business)

may be iterative

configuration manager
approved?
yes

updates log, issues
forward schedule
to diagram 3

Figure 20 - Change control process 1
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Change control process diagram 2
from diagram 1

change builder

configuration manager

builds change, devises
back out and testing
plans

updates log with
progress reports

independent tester
tests changes

no

configuration manager
success?
updates log

yes
change manager

configuration manager

co-ordinates change
implementation

informs users,
updates log

working?

no

change builder
back out plans
implemented
configuration manager

yes

updates log
elapsed
time

change manager
change review

success?

no

configuration manager
to start, diagram 1
updates log, associates
any new RFC
with old one

yes

configuration manager
closed
closes RFC in log

Figure 21 - Change control process 2
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Change control process diagram 3

configuration manager

elapsed time

from diagram 1

initial logging of RFC
change manager

elapsed time

calls CAB or CAB / EC
meeting

CAB or CAB / EC
approved?

no

to start, diagram 1

quickly assesses impact
resources and urgency
yes
no

configuration builder
time for
test?

urgently prepares
change

elapsed
time

configuration manager
updates log
progresses report

no

yes
independent tester

success?
urgent testing

yes

change manager

no

change manager
co-ordinates change
implementation

configuration manager
updates log

configuration manager
elapsed
time

co-ordinates change
implementation

working?

elapsed
time

updates log
informs users

elapsed
time

change manager

configuration manager

ensures records are
brought up to date

updates log with all
details to date. Sets
documentation in
order

elapsed time
change manager
review change

success?

yes

configuration manager
close
closes RFC in log

no

to start, diagram 1

Figure 22 - Change control process 3

Release management
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CUSTOMER

RELEASE
MANAGEMENT

DEVELOPMENT

SYSTEMS GROUP

start

change request

bug report

send
confirmation of
completion
changes/fixed
made to code

prepare release

issue release
notes

unit test

sign off migration

No

extricate from CM
tool

pass?

rollback changes
to system

No

migration
successful?

yes

code logged and
placed in CMDB

system testing

CM code
database

migrate programs
from test to
production

pass?

Yes

raise release
request

Figure 23 - Release management process
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Service level management
start

business and IT
organisations

goals & vision of
business

customer service
requirements

business
objectives
nature of services

IT characteristics
for each service

agree to adopt
SLA

skeleton SLAs

define service
measures

draft SLAs

define KPIs

define current IT
services and
capability

define business
requirements and
volumes

define cost of
service

incident and
problem
management

introduce SLAs
and service
management
regime

document SLAs

monitor service
levels

report on SLAs
and achievements

financial
management

statistics
report formats
IT monitoring tools
3rd party
maintenance and
service delivery
records
assess
compliance levels

statistics from:
- incidents
- problems
- user queries
- volumes and usage
- service achievements
- expected trends

identify trends

review service
with customers

Make changes to
SLAs

new business
requirements

Figure 24 - Service level management process
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Availability management

start

inputs
Configuration of each
environment,
technical specification
of components etc

Contracts,
procedures for
detecting faults etc

define
requirements for
each environment

list critical
components

make availability
improvements

report on
availability

create availability
database

publish availability
plan

SLAs, technical
architecture etc

inputs
- Service
downtime and
incident reports
- Environment and
component failure
- Recovery reports
- Availability
measures

assess availability
inputs
Availability
requirements of
new service
specification of
new service
component

Figure 25 - Availability management process
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Capacity management
start

SLAs
strategic and
annual plans

applications and
technical
architecture

trends in resource
usage

business forecasts

workload model
forecasts

size all
environments

forecast capacity
requirements

SLAs
current capacity
used

develop/maintain
capacity
management
database

manage
performance of
response times

request to optimise
performance

management
reporting

specification of
new service
component

identify capacity
requirement of
new service

capacity and
performance
models

Figure 26 - Capacity management process
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Financial management

start

Business
requirements of IT
Service Level
Management

Financial Management
IT PLANS
(including
Budgets)

ACCOUNTING

CHARGING
a

b

c

Figure 27 - Financial management process
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11 Appendix 3: Service Management tools
This table shows the availability and feature sets of software suites specifically developed to
support ITIL processes
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Product

Now on its 9th iteration, BMC
Remedy employs mobile-first
design to give IT
departments access to their
workflows from any device.
This product is especially

BMC
Remedy
ITSM

helpful for IT teams that
service multiple locations.
Use one of the 90 built-in

X

X

X

X

X

X

X

X

X

X

reports to monitor issues and
communicate with staff.
Remedy is a full ITSM suite
that includes other BMC
products like Myatt selfservice help desk and Atrium
CMBD lifecycle planning.
ServiceNow markets their
product on the basis of ease
of use for setup, process
building, and customer use.
The product offers built-in
ITIL processes to help you
get started and Visual Task
Boards let your team stay
productive without a lot of

Service

workflow reorganization.

Now

Automation features help

X

X

X

X

X

your team move around
repetitive tasks and on to the
more difficult problems. An
online user portal allows
customers to contact and
request service easily and
gets you the information you
need on the front-end.
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Mgmt. for

Financial

Mgmt.

Mgmt.
Availability

Continuity

Mgmt.

IT Service

Level

Mgmt.

Service

Mgmt.

Service Delivery
Release

Confit

Mgmt.
Change

Mgmt.

Problem

Mgmt.

Incident

Desk

Service Support

Capacity
Mgmt.

Key Features

Service

Name
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Samanage gives teams of
all sizes tools to build an IT
service management system,
with pricing that’s good for
small businesses and scales
to the enterprise level.
Samange helps IT
departments gain insight into
problems and service levels

Samanage

to increase efficiency across

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

their whole environment. Built
on the Salesforce Service
Cloud platform, the
software connects multiple
services from across the
business and increases
visibility for all users.

Cherwell provides ITSM with
flexible options, including on
premise and SaaS. Codeless
integration means your
software can connect with
other applications and
upgrade automatically
without diverting resources
from your IT department.
Cherwell includes IT asset

Cherwell

management so teams can

X

track and improve processes
related asset management
and upgrades. The system
uses the same code between
cloud and on premise
versions, which makes it
easy to switch between
configurations.

SysAid’s all-in-one service
and help desk software is
designed to give users and
customers access to services

Sysaid

with a lower barrier to entry.

X

X

The Help Desk tool gives
customers a self-service
portal with a knowledge
base, while ticketing and
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automation features
move service providers more
quickly toward a solution.
This ITSM is built on ITIL
methods and includes
capabilities for problem
management, mobile device
management, and workflows.
A basic plan includes three
admins and 120 assets;
additional features can be
added a la carte.

Aegis Service Desk fully
supports the ITIL standard

Aegis

within an IT service
environment. Comprehensive

Service

Service Management

Desk

processes are fully integrated

X

X

X

X

X

X

in the single application,
ensuring seamless workflow
between processes.
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12 Appendix 4: COBIT5
The COBIT 5 framework is built on five basic principles, which are covered in detail, and
includes extensive guidance on enablers for governance and management of enterprise IT.
The COBIT 5 product family includes the following products:
– COBIT 5: Enabling Processes – COBIT 5: Enabling Information (in development) – Other
enabler guides (check www.isaca.org/COBIT)
– COBIT 5 Implementation – COBIT 5 for Information Security (in development) – COBIT 5
for Assurance (in development) – COBIT 5 for Risk (in development) – Other professional
guides (check www.isaca.org/COBIT)

COBIT 5 Goals
Enterprises exist to create value for their stakeholders. Consequently, any enterprise—
commercial or not—will have value creation as a governance objective. Value creation means
realising benefits at an optimal resource cost while optimising risk. (See figure below.)
Benefits can take many forms, e.g., financial for commercial enterprises or public service for
government entities.

Figure 28 - Governance Objective: Value Creation

Enterprises have many stakeholders, and ‘creating value’ means different—and sometimes
comforting—things to each of them. Governance is about negotiating and deciding amongst
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different stakeholders’ value interests. By consequence, the governance system should
consider all stakeholders when making benefit, risk and resource assessment decisions. For
each decision, the following questions can and should be asked: For whom are the benefits?
Who bears the risk? What resources are required?
Stakeholder needs have to be transformed into an enterprise’s actionable strategy. The COBIT
5 goals cascade is the mechanism to translate stakeholder needs into specific, actionable and
customised enterprise goals, IT-related goals and enabler goals. This translation allows setting
specific goals at every level and in every area of the enterprise in support of the overall goals
and stakeholder requirements.
Step 1. Stakeholder Drivers Influence Stakeholder Needs
Stakeholder needs are influenced by a number of drivers, e.g., strategy changes, a changing
business and regulatory environment, and new technologies.
Step 2. Stakeholder Needs Cascade to Enterprise Goals
Stakeholder needs can be related to a set of generic enterprise goals. These enterprise goals
have been developed using the balanced scorecard (BSC) dimensions, and they represent a
list of commonly used goals that an enterprise may define for itself. Although this list is not
exhaustive, most enterprise-specific goals can be mapped easily onto one or more of the
generic enterprise goals.
COBIT 5 defines 17 generic goals, as shown in figure below, which includes the following
information:
Optimisation - (‘P’ stands for primary relationship and ‘S’ for secondary relationship, i.e., a less
strong relationship.)
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Figure 29 - 17 goals

Step 3. Enterprise Goals Cascade to IT-related Goals
Achievement of enterprise goals requires a number of IT-related outcomes, which are
represented by the IT-related goals. IT-related stands for information and related technology,
and the IT-related goals are structured along the dimensions of the IT balanced scorecard (IT
BSC). COBIT 5 defines 17 IT-related goals, listed below.
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Figure 30 - Technology goals

Step 4. IT-related Goals Cascade to Enabler Goals
Achieving IT-related goals requires the successful application and use of a number of enablers.
Enablers include:
THE COBIT 5 PROCESS MODEL
Processes are one of the seven enabler categories for governance and management of
enterprise IT, the specifics for the processes enabler compared to the generic enabler
description are shown in Figure below

Service Management

88

Government Enterprise Architecture

Figure 31 - COBIT process model

The process model shows:
Stakeholders—Processes have internal and external stakeholders, with their own roles;
stakeholders and their responsibility levels are documented in charts that show who is
responsible, accountable, consulted or informed (RACI). External stakeholders include
customers, business partners, shareholders and regulators. Internal stakeholders include
board, management, staff and volunteers.
Goals—Process goals are defined as ‘a statement describing the desired outcome of a
process. An outcome can be an artefact, a significant change of a state or a significant
capability improvement of other processes’. They are part of the goals cascade, i.e., process
goals support IT-related goals, which in turn support enterprise goals.
Process goals can be categorised as:
Intrinsic goals — does the process have intrinsic quality? Is it accurate and in line with good
practice? Is it compliant with internal and external rules?
Contextual goals— Is the process customised and adapted to the enterprise’s specific
situation? Is the process relevant, understandable, and easy to apply?
Accessibility and security goals— the process remains confidential, when required, and is
known and accessible to those who need it.
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At each level of the goals cascade, hence also for processes, metrics are defined to measure
the extent to which goals are achieved. Metrics can be defined as ‘a quantifiable entity that
allows the measurement of the achievement of a process goal. Metrics should be SMART—
specific, measurable, actionable, relevant and timely’.
To manage the enabler effectively and efficiently, metrics need to be defined to measure the
extent to which the expected outcomes are achieved. In addition, a second aspect of
performance management of the enabler describes the extent to which good practice is
applied. Here also, associated metrics can be defined to help with the management of the
enabler.
Life cycle— each process has a life cycle. It is defined, created, operated, monitored, and
adjusted/updated or retired. Generic process practices such as those defined in the COBIT
process assessment model based on ISO/IEC 15504 can assist with defining, running,
monitoring and optimising processes.
Good practices—COBIT 5: Enabling Processes contains a process reference model, in which
process internal good practices are described in growing levels of detail: practices, activities
and detailed activities.
Practices— for each COBIT 5 process, the governance/management practices provide a
complete set of high-level requirements for effective and practical governance and
management of enterprise IT. They are:
- Statements of actions to deliver benefits, optimise the level of risk and optimise the use of
resources
- Aligned with relevant generally accepted standards and good practices - Generic and
therefore needing to be adapted for each enterprise
- Covering business and IT role players in the process (end to end)
The enterprise governance body and management need to make choices relative to these
governance and management practices by:
- Selecting those that are applicable and deciding upon those that will be implemented - Adding
and/or adapting practices where required - Defining and adding non-IT-related practices for
integration in business processes - Choosing how to implement them (frequency, span,
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automation, etc.)
- Accepting the risk of not implementing those that may apply
Activities—In COBIT the main actions to operate the process. They are defined as ‘guidance
to achieve management practices for successful governance and management of enterprise
IT’. The COBIT 5 activities provide the how, why and what to implement for each governance
or management practice to improve IT performance and/or address IT solution and service
delivery risk. This material is of use to:
- Management, service providers, end users and IT professionals who need to plan, build, run
or monitor (PBRM) enterprise IT
- Assurance professionals who may be asked for their opinions regarding current or proposed
implementations or necessary improvements
A complete set of generic and specific activities that provide one approach consisting of all
the steps that are necessary and sufficient for achieving the key governance practice
(GP)/management practice (MP). They provide high-level guidance, at a level below the
GP/MP, for assessing actual performance and for considering potential improvements. The
activities:
– Describe a set of necessary and sufficient action-oriented implementation steps to achieve
a GP/MP
– Consider the inputs and outputs of the process
– Are based on generally accepted standards and good practices
– Support establishment of clear roles and responsibilities
– Are non-prescriptive, and need to be adapted and developed into specific procedures
appropriate for the enterprise
Detailed activities—The activities may not be at a sufficient level of detail for implementation,
and further guidance may need to be: – Obtained from specific relevant standards and good
practices such as Information Technology Infrastructure

Library (ITIL), the International

Organization for Standardization/International Electro Technical Commission (ISO/IEC)
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27000 series and Projects IN Controlled Environments 2 (PRINCE2) – Developed as more
detailed or specific activities as additional developments in the COBIT 5 product family itself
Inputs and outputs—The COBIT 5 inputs and outputs are the process work
products/artefacts considered necessary to support operation of the process. They enable key
decisions, provide a record and audit trail of process activities, and enable follow-up in the
event of an incident. They are defined at the key governance/management practice level, may
include some work products used only within the process, and are often essential inputs
to other processes.

External good practices can exist in any form or level of detail, and

mostly refer to other standards and frameworks. Users can refer to these external good
practices at all times, knowing that COBIT is aligned with these standards where relevant, and
mapping information will be made available.

Governance and Management Processes
One of the guiding principles in COBIT is the distinction made between governance and
management. In line with this principle, every enterprise would be expected to implement a
number of governance processes and a number of management processes to provide
comprehensive governance and management of enterprise IT.
When considering processes for governance and management in the context of the enterprise,
the

difference

between

types

of

processes

lies

within

the

objectives

of

the

processes: Governance processes—Governance processes deal with the stakeholder
governance objectives—value delivery, risk optimisation and resource optimisation—and
include practices and activities aimed at evaluating strategic options, providing direction to IT
and monitoring the outcome (Evaluate, direct and monitor [EDM]—in line with the ISO/IEC
38500 standard concepts).
Management processes—In line with the definition of management (see COBIT 5, Executive
Summary), practices and activities in management processes cover the responsibility areas of
PBRM enterprise IT, and they have to provide end-to-end coverage of IT.
Although the outcome of both types of processes is different and intended for a different
audience, internally, from the context of the process itself, all processes require ‘planning’,
‘building or implementation’, ‘execution’ and ‘monitoring’ activities within the process.
Model
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COBIT 5 is not prescriptive, but from the previous text it is clear that it advocates that
enterprises implement governance and management processes such that the key areas are
covered, as shown in figure below.

Figure 32 - COBIT Governance and management

The COBIT 5 process reference model subdivides the governance and management
processes of enterprise IT into two main areas of activity—governance and management—
divided into domains of processes:
Governance— this domain contains five governance processes; within each process, EDM
practices are defined.
Management— these four domains are in line with the responsibility areas of A (an evolution
of the
COBIT 4.1 domains), and they provide end-to-end coverage of IT. Each domain contains a
number of processes,

as in COBIT 4.1 and previous versions. Although, as described

previously, most of the processes require ‘planning’, ‘implementation’, ‘execution’ and
‘monitoring’ activities within the process or within the specific issue being addressed—e.g.,
quality, security—they are placed in domains in line with what is generally the most relevant
area of activity when regarding IT at the enterprise level.
The COBIT 5 process reference model is the successor of the COBIT 4.1 process model, with
the Risk IT and Val IT process models integrated as well.
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Figure 33 - Process Reference model
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13 Appendix 5: Service Level Agreements (SLA)
This document is a template for creating a Service Level Agreement (SLA).
Comments & usage guidance


This template provides a generic structure to be applied for defining and documenting
a Service Level Agreement.



The following template assumes that the SLA will be agreed for a single service, but it
may be easily adapted to cover multiple services.
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SLA on [Service]
(Template)
General

This agreement is made between [customer name], represented by [customer representative]
and [service provider name], represented by [service provider representative] to cover the
provision and support of the service as described hereafter.
This SLA is valid from [date]to [date].
Scope & description of the service

This SLA applies to the following service:
[Name of the service plus references to the service catalogue]
[Brief description of the service that is subject to the scope of this SLA, e.g. based on
information in the service catalogue]
Service hours & exceptions
The service operates during the following hours:
[Service hours]
The following exceptions apply:
[Any exceptions from the regular service hours such as maintenance windows or other
planned interruptions]
Service components & dependencies
The service covered by this SLA is made up of the following (technical and logical) service
components:
[List and description of relevant service components at appropriate level of detail]
Support
The services covered by the scope of this SLA are provided with the following level of support:
[Details on support contact points and their hours of operation]
Incident handling
Disruptions to the agreed service functionality or quality will be handled according to an
appropriate priority based on the impact and urgency of the incident. In this context, the following
priority guidelines apply:
[Specific prioritization guidelines]
Response and resolution times are provided as service level targets (see section 5).
Fulfilment of service requests
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In addition to resolving incidents, the following standard service requests are defined and will be
fulfilled through the defined support channels:
[List of defined standard service requests]
Response and fulfilment times are provided as service level targets (see section 5).
Service level targets

The following are the agreed service level targets for [name of the service]:
Service level parameter

Target

Overall service availability

[Overall availability target]

[Parameter]

[Target]

Limitations & constraints

The provisioning of the service under the agreed service level targets is subject to the
following limitations and constraints:


[Workload limits]



[Other limitations]

Communication, reporting & escalation
General communication
The following contacts will be generally used for communications related to the service in the
scope of this SLA:
Customer contact for the service provider

[Contact details]

Service provider contact for the customer

[Contact details]

Service provider contact for service users

According to defined support channels

Regular reporting

As part of the fulfilment of this SLA and provisioning of the service, the following reports will be
provided:
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Report title

Contents

Frequency

Delivery

[Title]

[Brief specification of [Frequency]

[Addressee

the contents]

method of delivery]

and

SLA violations

The service provider commits to inform the customer, if this SLA is violated or violation is
anticipated. The following rules are agreed for communication in the event of SLA violation:
[Rules for dealing with SLA violations]
Escalation & complaints

For escalation and complaints, the defined service provider contact point shall be used, and
the following rules apply:
[Rules for escalation and complaints]
Information security & data protection
The following rules for information security and data protection apply:
[Rules for information security and data protection]
Additional responsibilities of the service provider
[List and specification of any additional responsibilities or liabilities of the service provider]
Customer responsibilities
[List and specification of any specific customer responsibilities]
Review
There will be reviews of the service performance against service level targets and of this SLA
at planned intervals with the customer according to the following rules:
[Rules (including frequency) for service reviews with the customer]
Glossary of terms
For the purpose of this SLA, the following terms and definitions apply:
[List of terms and definitions and / or reference to an external glossary]
Document control
Document ID

[Unique document identifier]

Document title

SLA on [service]
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Definitive storage location

[Storage location, e.g. URL of the file on a server or document
management system]

Document owner

[Name of the person primarily responsible for maintaining and
reviewing this document]

Version

[Version]

Last date of change

[Date]

Next review due date

[Date]

Version & change tracking

[Version history & simple change log]

Service Management

99

Government Enterprise Architecture

14 Glossary


ACD: Automatic Call Distributor



AMIS: Availability Management Information Systems



APO: Align, Plan, Organise



BAI: Build, Acquire, Implement



BSC: Balanced Scorecard



BSI: British Standards Institute



CAB: Change Advisory Board



CCTA: (UK) Central Computer & Telecommunications Agency



CI: Configuration Items



CM: Configuration Management



CMDB: Configuration Management System



cMF: IT Service Management Forum



CMIS: Capacity Management Information Systems



CMMI: Capability Maturity Model Integration



CMS: Configuration Management System



COBIT: Control Objectives for Information and Related Technologies



CSI: Continual Service improvement



CTI: Computer Telephony Integration



DB: Database



DIKW: Data-Information-Knowledge-Wisdom



DSS: Deliver, Service and Support



EA: Enterprise Architecture



EDM: Evaluate, Direct and Monitor



GEA: (Qatari) Government Enterprise Architecture



GEIT: Governance and Management of Enterprise IT



GP: Governance Practice



HP: Hewlett Packard



HR: Human Resources



HW: Hardware



IBM: International Business Machines



ICT: Information Communication Technology



IEC: International Electrotechnical Commission
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INFRA: Infrastructure



ISMIS: Security Management Information Systems



ISMS: Information Security Management System



ISO: International Organisation for Standardization



IT: Information Technology



ITIL: Information Technology Infrastructure Library



ITSCM: IT Service Continuity Management



ITSM: IT Service Management



KDB: Knowledge Database



KEDB: Known Error DB



KMS: Knowledge Management System



KPI: Key Performance Indicators



LAN: Local Area Network



MEA: Monitor, Evaluate, Assess



MOF: Microsoft Operations Framework



MoTC: (Qatari) Ministry of Transport & Communication



MP: Management Practice



NW: Network



OGC: (UK) Office for Government Communications



OLA: Operational Level Agreements



OS: Operating System



PBRM: Plan, Build, Run, Monitor



PC: Personal Computer



PRINCE2: Projects IN Controlled Environments 2



QGCC: Qatar Government Contact Center



RACI: Responsible, Accountable, Consulted or Informed



RAM: Random Access Memory



RFC: Request For Change



RM: Release Management



SACM: Service Asset and Configuration Management



SCMIS: Supporting Supplier and Contract Management Information System



SKMS: Service Knowledge Management System



SLA: Service Level Agreement



SLM: Service Level Management
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SLR: Service Level Requirement



SMART: Specific, Measurable, Actionable, Relevant and Timely



SO: Service Operations



ST: Service Transition



SW: Software



TQM: Total Quality Management



UC: Underpinning Contract



URL: Uniform Resource Locator
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